Model Checking Algorithms
for Markov Reward Models

Lucia Cloth



CTIT Ph.D.-thesis Series No. 06-81
Centre for Telematics and Information Technology
University of Twente, P.O. Box 217, NL-7500 AE Enschede
ISSN 1381-3617

CTIT

Centre for Telematics and
Information Technology

© Lucia Cloth 2006
Printing: Verlagshaus Mainz GmbH, Aachen, Germany
ISBN 90-365-2317-6



MODEL CHECKING ALGORITHMS
FOR MARKOV REWARD MODELS

PROEFSCHRIFT

ter verkrijging van
de graad van doctor aan de Universiteit Twente,
op gezag van de rector magnificus,
prof. dr. W.H.M. Zijm,
volgens besluit van het College voor Promoties
in het openbaar te verdedigen
op vrijdag 13 januari 2006 om 16.45 uur

door

Lucia Cloth

geboren op 16 september 1976
te Aachen, Duitsland



Dit proefschrift is goedgekeurd door
de promotor, prof. dr. ir. B.R. Haverkort.



Abstract

Model checking Markov reward models unites two different approaches of model-based
system validation. On the one hand, Markov reward models have a long tradition in
model-based performance and dependability evaluation. On the other hand, a formal
method like model checking allows for the precise specification and verification of complex
qualitative system properties. The logic CSRL (an extension of CTL) provides the specific
means to formulate desired properties of Markov reward models, including constraints on
time and accumulated reward. The most involved operator of CSRL is the so-called until
operator with quantitative constraints in the form of a time and a reward interval. Its
model checking is closely connected to the computation of the distribution of accumulated
reward in the Markov reward model. So far, suitable numerical algorithms have only been
published for the restricted case where the time and the reward interval have lower bounds
equal to zero. In this thesis we close the gap and present the theoretical basis as well as
the numerical algorithms needed for model checking CSRL until formulas with arbitrary
time and reward intervals.

CSRL is useful for the assessment of many interesting properties, for example, the
survivability of an information or communication system. A system is survivable if it is
able to recover properly after is has been affected by a disaster. We translate this general
definition of survivability into a CSRL formula which then can easily be instantiated for
the system model under study.

The basic building blocks for CSRL formulas are atomic propositions that are assigned
to the states of a Markov reward model. We extend CSRL to pathCSRL, where we can
reason about the actions occurring in a Markov reward model as well. The logic pathCSRL
additionally includes regular expressions as a more flexible mechanism for defining path
properties and, hence, effectively extends the expressive power of CSRL.

Throughout the thesis we illustrate all concepts and techniques with a small running
example. A number of larger case studies are also provided.
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Chapter 1

Introduction

Information and Communication Technology (ICT) has become an essential part of the
wheelwork of economical and social life. The smooth operation of many important systems,
like stock exchanges, the coordination of train traffic, the monitoring in intensive care, or
military devices, depends heavily on the correct operation of ICT. It is therefore crucial to
design and deliver ICT systems that are proven to meet their demands.

The title of this thesis is “Model checking algorithms for Markov reward models”. In
the following we explain the terms appearing in this title and explore how they can be
utilised for the evaluation of ICT systems.

In the design and planning phase of ICT systems it is not possible to detect flaws or to
prove desired properties of the system itself, simply because it does not yet exist. However,
even systems that are already operating might not be prepared for non-interfering testing,
measurement or monitoring. In this case, model-based techniques can help [47]. A model
is a (usually miniature) representation of something real. For evaluation purposes we want
such a model to be an abstract, mathematically precise and unambiguous description of the
relevant features of some real world system. Naturally, a model never reflects all features
and properties of reality. Any conclusion drawn from the evaluation of a model can only
be as good as the model itself. It is essential that the model includes enough detail to
provide useful results but abstracts from less important aspects.

Stochastic models include several important aspects of real-world systems: the relevant
states, the transitions between them, the time passing between the occurrence of transitions
and a (probabilistic) way of determining the following state. A special class of stochastic
models are continuous-time Markov chains (CTMCs) [100]. They have a discrete state
space, the notion of time is continuous and state changes depend exclusively on the current
state. CTMCs have been used intensively for performance and dependability evaluation,
that is, the quantitative assessment of system behaviour. They are well understood and
mathematically attractive while at the same time flexible enough to represent complex
system structures. It is not necessary to specify a CTMC manually at state level. A wide
variety of high-level modelling formalisms exists, such as queueing networks [29], stochastic
process algebra [54, 58| or stochastic Petri nets [1]. Software tools exist that automatically
generate the underlying CTMC and facilitate performance evaluation [16, 35, 93, 92, 55].



2 1 Introduction

Markov reward models were introduced by Howard [60]. He attached yield rates to the
states of a model to express the accumulation of gain or cost. Later, reward rates were
given a slightly different meaning. Haverkort and Trivedi [53] distinguish between three
different uses of rewards. Firstly, they can express the performance level of each state
of a system, for example, the number of customers at a resource. Secondly, they can be
employed for dependability analysis. In this case the reward rates are 0 or 1, depending
on whether the overall system is available or not. Finally, the reward rates can support a
mixed performance and dependability (performability) [73] evaluation. It is then assumed
that the modelled system can also provide partial service, depending on its state. The
reward rates express the chosen level of performance and operationality. In the following
we interpret reward rates as an integral part of the models, as it was originally intended by
Howard, and not as a mere vehicle for the assessment of performance and/or dependability.

Model checking [23] is a verification technique that decides for every single state of a
model whether it does or does not satisfy a given property. Model checking is a formal
method, thus it is useful for validating system correctness on a sound mathematical base.
The property that needs to be checked is expressed as a formula of a logic. This logic
must be suited to phrase important properties of the considered model class. For Markov
reward models, the continuous stochastic reward logic (CSRL) [6, 50] has been introduced.
It is an extension of the continuous stochastic logic (CSL) [3, 8] for CTMCs which in turn
is an extension of the branching time temporal logic CTL [21].

For each model class and property description logic, tailored algorithms are needed
that perform the actual model checking without further human intervention. To obtain
trustworthy results, the underlying mechanisms and procedures should be proven to be
correct. Only algorithms that are efficient regarding both, space and time, allow for the
evaluation of models that are detailed enough for the adequate representation of a real
world system.

This thesis deals with algorithms for CSRL model checking of MRMSs. It brings together
the world of performance and dependability evaluation using MRMs and the world of model
checking.

In Chapter 2 we recapitulate the mathematical definition of CTMCs and their extension
to labelled MRMs where states have associated reward rates and are labelled with so-called
atomic propositions. Special attention is given to the probability space consisting of all
paths of an MRM. We also introduce a small example that is going to illustrate many
concepts throughout the following chapters.

Basic measures of MRMs are the topic of Chapter 3. We show how the transient and
the steady-state distribution over the states of an MRM are derived and how they can
be computed efficiently. We also characterise the joint transient distribution of state and
accumulated reward by a system of partial differential equations.

Where Chapters 2 and 3 describe MRMs and measures as traditionally used in perfor-
mance modelling, with Chapter 4 we enter the world of model checking. It presents the
logic CSRL which is tailored to describe properties of MRMs. For each operator of the
logic we discuss how its model checking is performed. Most involved is the checking of the
so-called time- and reward-bounded until operator. It relies on the calculation of the joint



probability of state and accumulated reward. Numerical algorithms for the computation
of the joint distribution are presented in Chapter 5. We discuss the complexity of each of
the algorithms and compare their results with respect to accuracy and run time.

In Chapter 6 we show how CSRL model checking can practically be employed to assess
the survivability of an ICT system after it has been affected by a disaster. Starting from
a common and intuitive definition of survivability, we derive a pattern for a CSRL sur-
vivability formula that can easily be adapted and then checked for a specific model. The
approach is illustrated by a case study featuring the survivability of the Google file system.

When using a high-level language for the specification of MRMs, action labels for
transitions arise naturally. In Chapter 7 we present the logic pathCSRL which allows
reasoning not only about state properties but also about transition labels. It further
extends CSRL by more complex behaviour descriptions using regular expressions. A case
study completes the chapter. It demonstrates the expressive power of pathCSRL by means
of a model of the GSM handover procedure.

In Chapter 8 we summarise the contents of this thesis, discuss what has been achieved
and give some pointers for further work.

The following figure gives an overview of the chapters and their relation. A solid arrow
from X to Y indicates that the content of Chapter X is a prerequisite to understand Chapter
Y. A dashed arrow suggests a less strong relation.
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Chapter 2

Markov reward models

In this chapter we describe the class of models used throughout this thesis. A Markov
reward model is a continuous-time Markov chain with state labels and a reward vector
containing state reward rates. We therefore start in Section 2.1 with a short introduction
to continuous-time Markov chains and then discuss some of their basic properties (Sections
2.2 — 2.4). We proceed with a detailed description of the probability space formed by the
realisations of a CTMC in Section 2.5. CTMCs are extended with state labels (Section
2.6) and reward rates (Section 2.7) in order to obtain labelled Markov reward models. For
reference throughout the following chapters we present a small running example in Section
2.9.

2.1 Continuous-time Markov chains

A continuous-time Markov chain (CTMC) is a stochastic process (X;,t € Rso) with
continuous parameter ¢ > 0. The random variables X; assume values from a finite and
discrete set, the state space. We can think of arbitrary names for states, but they can
always be mapped to a set S = {0,..., N — 1}. The continuous parameter ¢ is interpreted
as time. It ranges over all non-negative real numbers. We say that the CTMC resides
in state s € S at time ¢ if the realisation of X; is s. After some time there might be a
transition into another state.

A CTMC is specified by its transition rates R : S x S — R>o. Rate R,y denotes the
number of transitions that occur from state s to state s’ per unit of time. If R,y = 0, no
transition is possible from s to s’. Note that we do not forbid transitions back to the same
state. The total exit rate E, of a state s is the sum of rates of transitions starting at state

S.
E, = Z R...

s'es

If a state s has no outgoing transitions, that is F; = 0, then it is called absorbing: the
CTMC is trapped in state s once having entered it. Whenever necessary, we divide the state
space S into two disjoint sets: S, for the absorbing states and S,,, for the non-absorbing
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states.

A CTMC obeys the Markov property: the future realisation of X; is independent of the
past, given the present. Formally, for any ¢y < ... <, <t,41 € Rsp and s1,...,5,,Sy41 €
S,

Pr {Xt"+1 =Spn | X1 =51,..., X, = sn} =Pr {thﬂ = Spi1 | Xp = sn}.

We have described time-homogeneous CTMCs, where the probability of moving from one
state to another depends only on the length of the time interval in between and not on the
current instant of time:

Pr{Xt+t/:SI‘XtIS}:Pr{Xt/:8/|X0:S},

for any t,t" € Rxo.

Graphical representation. CTMCs can be represented as directed graphs. States are
represented by circles with the state names written inside. Arrows between circles denote
the transitions. Near the arrows one can find the transition rates.

Example 1. We describe a simple CTMC that will serve as a running example. The
CTMC has four states, S = {0, 1,2,3}. The transition rates R are conveniently written as
a matrix:

6
0
2
0

R:

— 00 N O
O O O W
—_

o O O =

The following figure gives the graphical representation of the CTMC.

There are transitions from state 0 to states 1, 2, and 3. States 1 and 3 have exactly
one possible successor, state 0. State 2 has additionally a transition leading back to itself.
The CTMC has no absorbing states. O

Since the state space together with the rate matrix completely defines the behaviour of
the stochastic process we say that a pair (S, R) is a CTMC.
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2.2 Residence times

The residence time (or sojourn time) J5 of a state s is the time that goes by until the next
transition is taken. For non-absorbing states, the residence time is not a fixed value but
an exponentially distributed random variable with parameter E,. It has been shown that
as a consequence of the Markov property the residence times are negative exponentially
distributed, that is, the probability of residing for at most (or less than) ¢t € Rx( time units
in state s € S, is

Pr{6, <t} =Pr{d, <t} =1—e 5"

Intervals are special subsets of RS, written as [a, b], |a,b), (a,b] or (a,b) for a,b € RZ,.
The collection of all intervals in Rioo is denoted by I. Note that @ is also an interval in I,
since, for example, (0,0) = @. -

The probability that the sojourn time of s € S, falls in a given interval I € I is

Pr{d; €I} = Pr{o; <supl}—Pr{é; <infl}
— (1 . efESsupI) o (1 . e*Esian)

—EsinflI _ —FEssupl

= € e

For sup I = oo we set e s> = (.

The sojourn time of an absorbing state is always co. Thus, the probability of the
sojourn time of an absorbing state falling in an interval [ is 1 if co € I and zero if co & 1.
For all states s € S we have Pr {d; € [0,00]} =1 and Pr {0, € &} = 0.

Example 2. Consider again the CTMC of Example 1. The sojourn time of state 0 is
exponentially distributed with parameter F(0) = 10. The probability of its sojourn time
falling in the interval [0.15,0.3) is given by

Pr {5, € [0.15,0.3)} = ¢ 10015 _ 71003
= 0.2231 — 0.04979
= 0.1733.

For state 1 we have

Pr{s; €[0,1)} = e ?"—¢e?!
= 1-0.1353
0.8647. O

2.3 One-step probabilities

The sojourn time of a non-absorbing state s is exponentially distributed with parameter F,.
If the successor state s is already known, the sojourn time is still exponentially distributed,
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but now with parameter R,ys. When the CTMC enters a state, for each possible successor
state there is a negative exponentially distributed random variable. These random variables
are in a race condition. The minimum of these distributions wins. The minimum of several
exponential distributions is again an exponential distribution with the sum of the rates of
the contributing distributions as parameter. When residing in state s, the probability that
the exponential distribution with rate R,y is the minimum is given by

Rss’
E, "’

Pss’:

We call this probability the one-step probability from s to s’. It is the probability that s’
is the successor state of s.

Example 3. For state 0 of the CTMC of Example 1, the total outgoing rate is Fy =
3+ 6+ 1=10. The one-step probabilities from state 0 are then

3 6 1
00 07 01 107 02 107 03 10

The complete one-step probability matrix is given by

P=
5 0 35 O
1 0 0 O O

2.4 The initial distribution

The transition rates defined by R characterise the evolution of the CTMC over time. One
detail is still missing for the complete description of the stochastic process. The generator
matrix does not reveal in which state the process should start.

This gap is filled by means of an nitial distribution. Formally, this is a probability
vector a € [0, 1]/ that maps each state to the probability that the CTMC occupies it at
time ¢ty = 0. The sum over all these probabilities has to be one,

Zas: 1.

SES

The special initial distribution, where we have a fixed starting state s € S, is denoted a(®):

a@ = 1,

ozif) = 0, s #s.

Example 4. The following figure depicts an initial distribution for the running example.
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O (&) O

0

O

States 0 and 1 are initial states each with probability % The initial probability for states
2 and 3 is O:
11
=(=,=,0,0).
(){ < 2 Y 2 ) Y )

If we want state 0 as the only starting state, we get the initial distribution a(® =

(1,0,0,0). O

2.5 The probability space on paths

A CTMC is a collection of random variables X;, each describing the likely state of the
stochastic process at a given time ¢. Looking at a particular realisation of all these random
variables we get one single instantiation of the stochastic process. Such an instantiation is
called a path. For each t > 0, it indicates the exact current state of the CTMC. We can
see a path also as an enumeration of states, in the order they are visited. Each state has
attached its sojourn time. Depending on the type of states visited, a path is either a finite
or an infinite sequence. If the CTMC visits only non-absorbing states, a path is an infinite
sequence of pairs consisting of a state and its sojourn time. The set of infinite paths is
then

{((SO,to), (81,t1), ce ‘ (82,tl)) S (Sna X Rzo) for all i € N>0} .

The length of an infinite path w is |w| = co. In the case that the CTMC hits an absorbing
state, it can only visit a finite number of non-absorbing states before. The set of finite
paths is

U {((s0,%0), (51,81),+++ (Sn—1, tn=1)(8n, 00)) | (8i; i) € (Sna X Rp) fori=1,--- n—1,s, € Su}.
n=0

The length of such a finite path is given by the number of transitions involved, that is,
|w| = n. For i < |w|, the ith state of any w can be accessed by s;(w) = s;. The residence
time of the ith state is given by ¢;(w) = t;. We denote the set of all infinite and finite paths
with €2, for a single path we use the letter w.
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Example 5. For the CTMC of Example 1,
wy = (0,0.25),(1,0.25), (0,0.25), (1,0.25), (0,0.25), (1,0.25), - - -

is the infinite path where after a residence time of 0.25 time units in state 0 there is always
a transition to state 1 and after again 0.25 time units there is a transition back to state 0.
The CTMC has no absorbing states and so there are no finite paths. O

A path fixes the behaviour of the CTMC throughout the complete time line. For
every t > 0 it determines the realisation of the random variable X; : 3 — §. For w =
(S0,t0), (s1,%1), -+ € £ an infinite path,

n—1 n
Xi(w) =8, < Zti <t and Zti > 1.
i=0 i=0

Xi(w) is defined to be the state the CTMC occupies on path w at time ¢. The value
of X,(w) is the unique s, which is entered before or at t (3.7-'t; < t) and left after ¢
(Xiziti > 1)

For a finite path w, the outcome of X;(w) is defined similarly.

Example 6. Continuing the previous example, we have X 1(w;) = 0. O

The random variables X; are defined over a shared probability space (consisting of a
universe, a o-algebra and a probability measure) and map into the state space S of the
CTMC. The universe of the probability space is the set of all paths 2. In the following we
derive a o-algebra over 2 and a probability measure. Together they correctly describe the
probability of paths of a CTMC specified by its rate matrix R and its initial distribution
a.

2.5.1 Cylinder sets

The first step is to identify those subsets of () that generate the o-algebra. They are defined
by imposing restrictions on the first n € N states of a path. Restrictions are made in two
ways: first we fix a state sequence sg, s1,-- -, s, such that there are transitions between
consecutive states, i.e., R(s;,$;41) > 0for i =1,--- n— 1. Then we confine the sojourn
time for each state s; in the sequence by providing an interval I; € I.

Let o = (80, S1, - Sn) € S™ be a state sequence with R(s;, s;41) > 0fori =0,--- ,n—1,
and let Z = Iy x - -+ x I, € I" be a subset of (RY,)". Then the corresponding cylinder set
C(0,7) is defined as -

C(O’,I) = {((So,to),(é’l,tl),"' ,(Sn,tn),"') € Q ‘ tz c [z fOI' = O,‘ e ,Tl}.

Note, that C'(o,Z) includes infinite as well as finite paths.
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Figure 2.1: The tree of paths for the CTMC of Example 1
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Example 7. Figure 2.1 visualises the set of paths of the CTMC in our running example.
Only paths starting in state 0 or 1 are considered. These are the states that have a positive
initial probability (cf. Example 4). After some time ¢; the CTMC jumps to another state.
It has to be reachable from the first state via a transition, hence state 0 has states 1, 2
and 3 as possible successors while state 1 has only one possible successor, namely state 0.
Therefore there are three branches outgoing from state 0 and only a single arrow leaving
state 1. Like this, the possible sequences of states are unfolded transition by transition.
Now look at the state sequence o7 = (0,1,0). The corresponding part of the path tree
is shaded in Figure 2.1. When restricting the first three states to this sequence, only paths
starting with the shaded part are considered. If we additionally specify intervals for the
sojourn time of the first three states, we get a cylinder set. Let Z; = [0.15,0.3) x [0, 1] x
(0.24,0.26). The cylinder set C'(01,Z;) contains all paths, that first reside in state 0 for
a time in [0.15,0.3], then in state 1 for at most 1 time unit, then again in state 0 with a
sojourn time between 0.24 and 0.26. The further evolution of the paths is not restricted,
any valid finite or infinite succession of states might occur. Path w; of Example 5 is an
element of C'(oy,Zp). O

When there is no restriction on the state sequence and residence times at all we obtain
the cylinder set
()=

We define C to be the collection of all cylinder sets. With o(C) the o-algebra gener-
ated by C, we obtain the measurable space (€2,0(C)). The following section shows the
construction of a suitable probability measure on this space.

2.5.2 Probability measure on paths

The second step in constructing the probability space is the definition of a probability
measure.

This section makes use of some concepts of real analysis without digging into details.
The reader might refer to [13, 38] for further information. For the construction we proceed
as follows. We show that the collection of all cylinder sets C is a semi-ring. As a precursor
for the final probability measure, we define a countably additive set function that maps
cylinder sets to probabilities. This set function extends uniquely to a probability measure

on (2,0(C)).
Lemma 1. C is a semi-ring, that is, it has the following properties.
i) @ eC.

ii) Let A=C(so,-,8n, lox---x1I,)and B = C(s, -+, 5, Jo XX Jy) be cylinder

’“m)

sets. Their intersection A N B is again a cylinder set.

iii) Let again A and B be two cylinder sets as defined for property 2. Then their difference
A\ B can be written as the finite union of disjoint cylinder sets. That is, there exist
cylinder sets Cy, - - -, C, with C; N C; = @ if ¢ # j such that A\B = J;_, C:..
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Proof.

i) C((s),2) is an example of a cylinder set that equals & for every s € S.

ii) Without loss of generality, assume that n > m. If so, -, S # 4, , S, the
intersection of A and B is the empty set and thus a cylinder set. If sqg,---,s,, =
Sy -+, S0, the intersection is given by

AQB:C(SQ,"' y Smy Sm41, """ ,Sn,[()ﬂj(] X X[mﬂJmX[erl X X[n)

Note that the intersection of two intervals is again an interval, possibly the empty
one.

iii) If sg, -+, 8m # Sb, -+, S, the difference A\B = A, hence, r = 0 and Cy = A.
If the sequences are identical, we have to exclude those paths from A that have
sojourn times allowed in B. We set J,,,1 = --- = J, = [0,00] because the set B
imposes no restriction on the sojourn time of the states s,,11,---,s,. The collection
of products of intervals (I") is itself a semi-ring. It follows that there exist disjoint
interval sequences Ky, - - - , KC, such that

(Ip X =+ x T)\(Jo X +++ X Jn):UICZ-.
The set difference is now given by
A\B = U 0(807 crt, Sny ICZ)
i=1

which is a finite union of disjoint basic cylinder sets. ]

We want to find a set function on C that correctly reflects the probability of paths. For a
cylinder set C' it should evaluate to the probability that the CTMC follows one of the paths
in C'. It should depend on the basic ingredients of the CTMC: its initial distribution «,
the one-step probabilities P and the sojourn time distributions d,. One-step probabilities
and sojourn time distributions are determined by the rate matrix R.

We define the function p,, : C — [0, 1] as follows.

Pa(C()) = palf)) = 1

pa(C(So, s ,Sn,Il X - X In)) = Qg HP(SiaSi-‘rl) . HPI" {581 € Iz}
=0

=0

It is the product of the initial probability of the first state sq of the sequence, the one-step
probabilities between consecutive states and the probabilities that the sojourn times fall
in the corresponding intervals.



14 2 Markov reward models

Example 8. In the tree of all paths (Figure 2.1) the branches are labelled with the one-step
probabilities. Consider again the cylinder set C(oy,Z;) = C((0,1,0),[0.15,0.3) x [0,1] x
(0.24,0.26)). For the sojourn times we have Pr {d, € [0.15,0.3)} = 0.1733, Pr {6, € [0,1]} =
0.8647 and Pr {dy € (0.24,0.26)} = 0.01644. The probability of C(o1,Z;) consequently
equals

1
pa(Clor, 1)) = = - (% : 1) +(0.1733 - 0.8647 - 0.01644) = 0.0003695.

2 ¢

Two state sequences of different length might generate the same cylinder set. We therefore
require consistency of p,.

Lemma 2. Let A= B for A= C(so, -+ ,5p,Z) and B =C(sy,---,s.,,J). Then
Pa(A) = pa(B).

Proof. Without loss of generality assume that n > m. Equality of the two sets requires

that sg, -, Sm =84, S, and Io X - X [y = Jyg X -+ X Jp. In B=C(s(,---, 80, T)
there is no restriction on the states on positions m + 1,--- ;n. In A = C(sg,"+*,$n,Z)

the states on these positions are fixed. The two sets can consequently only be equal if
the transition structure of the CTMC determines uniquely the states for these positions.
Then the one-step probabilities equal one and do not make a difference between p,(A) and
Pa(B). The sojourn time in B is not restricted at positions m + 1,---,n. So the sojourn
time intervals I,,,1,- -, I, at these positions have to equal the interval [0, co]. The only
exception arises if s, is an absorbing state. Then I,, might be any interval that includes
0o. In either case, the sojourn time probability is always one, and we have

(i) () ) (1)
= Qg - (1__[ P(5;75;+1)> ’ (H Pr {53; = JZ})

Pa(A) = a

[=}

= pa(B)- O

Example 9. Consider the state sequences o1 = (0,1,0) and o9 = (0,1). In our running
example, the only possible successor of state 1 is state 0, and so we have

C(04,[0.15,0.3] x [0,1] x [0, 00]) = C(09,[0.15,0.3] x [0, 1])
and

Pa(C(01,]0.15,0.3] x [0,1] x [0,00])) = = <1% : 1) -(0.1733 - 0.8647 - 1)

N~ N~

3
(=) - (0.1733-0.864
<10) (0.1733 - 0.8647)

= pa(C(0,]0.15,0.3] x [0, 1])). 0
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In order for a set function on a semi-ring to extend uniquely to a probability measure
on the corresponding o-algebra, the set function has to be countably additive.

Lemma 3. p, is countably additive, that is,
i) pa(@) =0, and

ii) whenever {C;} is a disjoint sequence of sets in C with | J;=, C; € C,

Pa (U Cz) = Zpoz(ci)'

Proof.

i) If a cylinder set C(o, Iy X - -+ x I,,) = &, there is an r € {0, --- ,n} such that [, = @.
We have that Pr{ds, € Z.} = 0 and also the complete product p, (<) = 0.

ii) Let C; = C(0y,Z;) with Z; = I;; x --- x I;,. Since |J;2, C; = C(0,7) is a cylinder
set with Z = I x --- x I,,, the C; have to share the same state sequence: o; = 0.
Additionally, the union of the products of intervals has to be again a product of
intervals: (J;°, Z; = Z. Define the set function p, : I" — [0,1] as

po(lo x -+ x L) = [ [ Pr {6, € I;} .
j=1

Then

n—1

pa(C(0, 7)) = als1) - [T P(s5, 551) - 1o (D).

j=1
By arguments similar to those for the Lebesgue measure [13, 38], u, is countably
additive and we have

n—1 00
pa(C(0,1)) = ay,- H P(sj, sj11) - ZMJ(L)
j=0 =0
0o n—1
= > aq - [[ PG si41) - 10(T:)
i=0 §=0

= ipa(@). O

The following theorem concludes our construction of the probability space (€2,0(C), P,)
underlying a CTMC. Its universe is the set of all paths. The measurable sets are combina-
tions of cylinder sets, that is, sets of paths which are restricted on a finite number of steps.
The probability measure P, relies on the initial distribution, the one-step probabilities and
the distribution of sojourn times.
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Theorem 1. Let P, : ¢(C) — [0,1] be the unique outer measure generated by p,, re-
stricted to the measurable sets in o(C). Then (£2,0(C), P,) is a probability space.

Proof. (Q,0(C), P,) is a measure space by Caratheodory’s Theorem [13, 38]. Since p,(Q2) =
P,(Q) =1, it is also a probability space. O

If « = o is an initial distribution where the complete probability mass is concentrated
on state s, we simply write P; instead of P ).

2.6 State labels

CTMCs as introduced in Section 2.1 simply consist of states, transitions, rates and initial
probabilities. In order to be useful as a model for some kind of real world system, it has
to reflect characteristic properties of the system. The states of a CTMC should mirror the
(abstracted) states of a real world system. A state of a real system can be characterised
by its most basic properties. In the following, the set of such basic properties is called the
set of atomic propositions, denoted by AP.

A state labelling L : S — 247 attaches sets of atomic propositions to states. We say
that a state s € S is labelled with an atomic proposition ap if the labelling of s contains
this atomic proposition, that is, ap € L(s).

Example 10. Think of a simple processing device which can be
e idle,
® active,
e sleeping or
e broken.

These four adjectives describe the four possible states of the processing device. Its state
may have other properties, for example, intact (meaning the opposite of broken) or empty
(meaning the opposite of active). Hence, let the set of atomic propositions be

AP = {idle, active, sleeping, broken, intact, empty}.

Now take our running example CTMC, depicted in Example 1. Let state 0 be the idle
state. In this state, the system is also intact and empty. Thus, the labelling for state 0 is

L(0) = {idle, intact, empty}.
State 1 is the sleeping state. Its labelling is given by

L(1) = {sleeping, intact, empty}.
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The active state is represented by CTMC state 2 with labelling
L(2) = {active, intact}.
Finally, state 3 stands for the broken state and has labelling
L(3) = {broken}.

With this labelling, the CTMC has become a model for our simple processing device. From
the idle state the system can either switch into active or sleeping state, or it might
break. From the active state it has to return to the idle state, as is the case from the
sleeping state. There is no outgoing transition from the broken state. Note, that the
model contains the (unrealistic) assumption that the device only might break down in idle
state. O

A labelled CTMC is a tuple (AP, S, R, L) consisting of a set of atomic propositions AP,
a CTMC (S,R) and a labelling L.

We have not yet introduced labels for transitions. See Chapter 7 for extending the idea
of labelling in this sense.

2.7 Rewards

With state rewards we add an extra dimension to a CTMC. While proceeding in time, the
CTMC accumulates a yield. The increase per unit of time depends on the state the CTMC
resides in. Formally, the reward per unit of time is defined as the reward rate ps € R for
every state s € S. Of course, the accumulation of reward can also be interpreted as the
accumulation of cost.

The reward rates define a stochastic process (Y;, ¢t € Rxg), which is the reward accu-
mulated from time 0 to ¢ by the reward rate given by the CTMC X,:

t
Yt:/ px,dx.
0

Note that Y; is not Markovian, its future outcome depends on the complete past (the
integral starts at 0). But Y; is defined on the same probability space as X, since it is a
function of X;. Thus, for an infinite path w = ((so, t0)(s1,%1) .. .), the accumulated reward
at time t is given by

n—1 n—1 n—1 n
Yi=> tip,+ (=) t)p, iff > t;<tand Y t; >t
=0 =0 =0 =0

If at time ¢ the CTMC has reached the nth state of the path, the accumulated reward at
t is the sum of the rewards accumulated in the preceeding states. For each state s;, this
is the product of reward rate p,, and sojourn time ¢;. For state s,, only the residual time
until ¢ is considered.
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Example 11. Rewards can model costs. Not only monetary costs are possible: we can,
e.g., equip the processing device of Example 10 with rewards reflecting energy consumption.
In the idle state 0, the reward rate is pg = 50. The sleeping state 1 has smaller reward
rate, p; = 20. When being active (state 2), the energy consumption is ps = 100. When
broken (state 3), the device has stopped consuming any energy: ps3 = 5.
Recall the path

w1 = (0,0.25),(1,0.25), (0,0.25), (1,0.25),(0,0.25), (1,0.25), . ..
defined in Example 5. The accumulated reward for this path at time 1.1 is

= 50-0.6+20-0.5 = 40.

If we set the basic time unit to 1 minute and the basic reward unit to 1 mA, the accumulated
reward for w; at time 1.1 is 1.3mAh. O

A CTMC (S,R) paired with a reward rate function p : S — Rs¢ is a Markov reward
model (MRM). If its states are also labelled, we call the tuple (AP, S, R, L, p) a labelled
MRM. It is also possible to assign impulse rewards to transitions. For further reference,
see [28]. Throughout this thesis we deal only with state rewards as defined here.

2.8 High level description of MRMs

CTMCs are usually not specified manually enumerating all states and transitions but de-
rived automatically from a high-level formalism such as queueing networks [29], stochastic
process algebra [54, 58|, stochastic activity networks [75] or generalised stochastic Petri
nets (GSPNs) [1]. For most of these formalisms there exist extensions that also allow for
the high-level specification of rewards [10, 11, 15, 19, 20, 87]. For an overview and sup-
porting tools see also [53, 52]. We use GSPNs enhanced with a simple way to specify state
labels and reward rates to specify MRMs. These GSPNs are described in an extension of
the GSPN description language CSPL [16]. Atomic proposition are defined for the states
of the MRM (= tangible markings of the GSPN) by making statements about the number
of tokens in the places [30]. Reward rates are defined as expressions over the number of
tokens in the places. For the specification of both atomic propositions and reward rates,
the full power of the programming language C is available.

The state space generation code of [48] has been adapted to derive the labelled MRM
automatically from the GSPN specification.

2.9 Running example

In the following chapters we often refer to the MRM defined and used in the Examples of
this chapter. In this section we give all ingredients at a glance for easy reference.
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12
idle
intact
Kl\empty /g\
active
broken<:::> <:::) <:::>intact
\/ v
1 8
3 2
sleeping
intact
empty

The labelled MRM M = (AP, S, R, L, p) consists of

e the set of atomic propositions AP = {idle, active, sleeping, broken, intact, empty},
e the state space S = {0,1,2,3},

e the rate matrix

03 6 1
20 0 0

R= § 0 12 0 |’
1 0 0 O

e the labelling function L with
L(0) = {idle, intact, empty},
L(1) = {sleeping, intact, empty},
L(2) = {active, intact},
L(3) = {broken}, and

e the reward vector p = (50, 20, 100, 5).

2.10 Summary

In this section we introduced Markov reward models (MRMs), the modelling formalism
used in the remainder of this thesis. The base of MRMs are continuous-time Markov
chains. A CTMC is a stochastic process with discrete state space where the transitions are
governed by negative exponentially distributed random variables. A probability space can
be constructed over all possible realisations (paths) of the stochastic process. We showed
how to enhance CTMCs with state labels and reward rates in order to obtain labelled
MRMs.

The next chapter introduces some basic numerical measures for MRMs. They refer to
the distributions of the state and/or the accumulated reward at a given point in time.






Chapter 3

Basic measures for
Markov reward models

Markov reward models have a long tradition in the evaluation of performance properties
like availability or reliability. Most of these properties are based on a few basic measures.
One is the transient distribution of the MRM, that is, the probabilities of residing in each
of the states at a given point in time. In the long run, an MRM might reach an equilibrium
which is characterised by the steady-state distribution. With respect to the accumulated
reward, its distribution (the performability) at some point in time is a basic property of
an MRM.

The organisation of this chapter is as follows. We first show how to derive the generator
matrix of an MRM which is needed for the computation of all the measures (Section 3.1). In
Sections 3.2 and 3.3, respectively, we explain the computation of the transient and steady-
state distribution of an MRM. Finally, in Section 3.4 the accumulated reward comes into
play and we derive the solution of a set of PDEs characterising the joint distribution of state
and reward. The actual computation of this joint distribution is postponed till Chapter
5.

3.1 The generator matrix Q

In Section 2.1 we introduced CTMCs by specifying their transition rate matrix R. In
this matrix self-loops from a state s back into itself are allowed, that is, a diagonal entry
R, might be positive. Traditionally, CTMCs have no self-loops and are defined by their
generator matrix Q. The matrix Q has non-negative entries at all off-diagonal positions,
indicating the rates of transitions between different states. Each diagonal entry is defined
to be the negative row sum of the off-diagonal entries, i.e.,

st = - Z st’-
s'#s
The structure of the generator Q is informally explained as follows. An entry Qs can be
viewed as the derivative of the probability of leaving state s towards state s’ [100]. The

21
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probability of actually leaving state s increases with time (or is 0 if there is no transition).
The probability of staying in state s decreases with time (or is 0, if state s is absorbing).

If we have a rate matrix R that has positive entries on the diagonal, we can still derive
a proper generator without altering the stochastic behaviour of the CTMC X,;. To do so,
define the generator Q for a given rate matrix R as

Quy = 4 T s# 8,
8 =Y ipi ooy s=5"

Using this generator, the residence time in a state s is exponentially distributed with rate

—Qss. Recall that E, = ZS’ES R, is the sum of rates of transitions starting in state s
and that —Q,s = E, — R,,. The probability of moving from state s to state s’ # s is then

given by
st’ Rss’

_st Es - Rss .
When considering the rate matrix, the effective residence time (as opposed to the time
before the next transition, cf. Section 2.2) of state s is composed of several intervals because
a transition might lead back into s without changing state. Each transition actually leaves
s with probability 1 — P, where P is the matrix of one-step probabilities (cf. Section 2.3).
However, the residence time in state s is exponentially distributed [18, p. 259] with
rate

R
= :Es_Rss:_ 88+
E, ) @
If the CTMC actually leaves a state s towards a state s’, it does so with probability Pj
renormalised to the probability of not returning to s:
R,y
Pss’ "By o st’

- R.: :

Zz;ﬁs PSZ Zz7és Es _st
Hence, regardless of which matrix we consider, the generator Q or the rate matrix R,
we obtain the same effective state residence times and transition probabilities. We can

therefore safely use the generator matrix Q as defined above to compute measures for a
CTMC specified by a rate matrix R.

BE,-(1-P,)=E, (1-

Example 12. For the running example of Section 2.9, the rate matrix equals

0 3 6 1
1 0 0 O
R = 8 0 12 0
1 0 0 O
The corresponding generator equals
—10 3 6 1

Q=

— 00 —
(@)
|
(0¢]
(@)
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3.2 The transient distribution

The stochastic process X; describes the behaviour of the MRM M over time. Each random
variable X, has a discrete distribution over all states in S. We denote the distribution of
X, given a single starting state s as

Iy (t) = Pr'M{X, = ¢ | X, = s},

which can also be written as a matrix II(t) = (IT,y (t))s ves:
In order to compute the transient probability I1sy(t + At) at time t + At, we consider

what could have happened in the short interval (t,¢+ At) [100]:

i) the CTMC has been in state s’ at time ¢ and no transition has occurred with proba-
bility
Moo (t) - (1= ) QuaAAt) = T () - (1 + QuyAt);
z#s!

ii) the CTMC has been in a state z # s at time ¢ and exactly one transition has occurred
with probability
Hsz <t>st’ At7

iii) more than one transition has occurred with negligible probability o(At), where

o(At)
A Ar
Hence,
Mo (t+At) = ILe(t) + Mw(t)QueAt  + Y TL.()Q.oAt + oAt)
z#s!

We move the first summand 1,4 (%) from the right-hand to the left-hand side and combine
the second and the third summand:

Mo (t+ At — () =Y HM.()QuAt  +  o(At).

z€S

Dividing by At and taking the limit for At — 0, the left hand side turns into the definition
of the derivative of 1,4 () with respect to ¢ and we obtain a differential equation for I, (%):
e (t + At) — I (2)

] _ : ZZES HSZ (t)st/,.A/f . O(At)
A, Al = A AT +lm N
=0

— sts’ <t> — Z Hsz(t)st’- (31)

dt z€S
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For all state pairs s,s” € 9, the equations (3.1) form a coupled system of ordinary differ-
ential equations (ODEs) which, in matrix notation, equals

dTI(t)
= (1) Q. (3.2)

The initial value is II(0) = I since the CTMC cannot have performed any transition by
time 0 and so each state is just reachable from itself (with probability 1).

We could employ generic or tailored numerical ODE solvers for the solution of (3.2).
For an overview refer to [100]. However, the method of choice is based on the analytical
solution of (3.2), which is given by the matrix exponential

II(t) = IL0)-e¥ =) “;:# (3.3)

A computation of this matrix exponential is not feasible [77, 78] for general Q. Because one
can exploit special properties of the generator Q, the method of choice is uniformisation,
also called Jensen’s method [44] or randomisation [45].

Let A > max {—qss | s € S} be a rate that is not smaller than the biggest absolute
value of the diagonal entries of Q. We define the stochastic matrix

1
U=1I+-Q.
+ )\Q
Replacing Q by A(U —1) in (3.3), we obtain
H(t) — GA(U—I)t

— ML MU
- At)"

= Ze_/\t—( ') U, (3.4)
0 n:

The stochastic matrix U defines a discrete-time Markov chain (Z,,n € N). In contrast
to the continuous-time setting, the time between two transitions is not further specified,
the discrete parameter n € N counts only epochs. An entry U,y in the matrix U indicates
the probability of moving from state s to state s’. Note that self-loops are allowed. The
stochastic process Z, is called the uniformised Markov chain. Its distribution after n steps
is simply given by the nth power of U, hence,

Pr{Z,=512y=s}=UL.

Since U is a stochastic matrix, we can compute its subsequent powers in a stable recursive
fashion:

U'=1 U"=U"'.U, forn>0.
The factor e A" occurring in (3.4) before U" is the probability that exactly n events

n!
have occurred in the interval [0,t) in the Poisson process (N;,t € R>g) with rate \:

(A"
Pr {Nt = n} = PP()\t,n) =€ )\tT.
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Consider now the continuous-time stochastic process Zy,, where the transitions be-
tween states are ruled by the stochastic matrix U and the time of transition occurrence is
determined by the Poisson process N;. It has been shown [90] that the CTMC X; and Zy,
are stochastically equivalent, that is, for a start state s

Using the law of total probability, this can be rewritten as the weighted sum over the
distribution after n steps.

Pr{X,=5"|Zy=s} = ZPr{Nt:n}Pr{Zn:5’|Zozs}

n=0

= i .P]D()\t, TL) ’ U?s’v
n=0

which, in matrix notation, equals (3.4).

Yet another possibility to derive (3.4) using the uniformised Markov chain is to con-
dition Il (%) on the possible paths of the discrete-time Markov chain described by U. A
uniformised path is a finite sequence of states ¢ = (sg,+ -+ ,s,) € S™. The set of all
uniformised paths is denoted uPath = J;2, S™*!. The length |o| of a uniformised path o
is given by the number of transitions, that is |(sg, -, s,)| = n. With first(c) we denote
the first state of the sequence (first(so, - ,s,) = So) and with last(c) we denote the last
state of the sequence (last(sg,- - ,$,) = S,). The probability that the DTMC follows the
path ¢ = (sg, -+ ,$,) is given by P(0) = Usys, - Usysy - -+ Us, _,s,- A uniformised path
o = s of length 0 has probability P(s) = 1. The probability that a path of length n has
been taken by time ¢ is PP(\t,n). We can now write [Isy(t) as

Mo(t) = > PP(At,n) Y Pr{Z,=s|Zy=s0}-Plo]|Zy=>5)
n=0 o € uPath
lo| =n

= Y PP(\t,n) Y Plo), (3.5)
n=0 o € uPath
lo| =n
first(o) = s
last(o) = ¢’

because P(o | Zy = s) = 0 if first(o) # s and

1, last(o) = ¢,

—_— I f— =
Pr{Z,=5s"[2y=s,0}= { 0, otherwise.
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For n = 0, we have

1, s=¢ 0
Z P(o) = { 0, otherwise, Lo = Uy
o € uPath
o] =0
first(o) = s
last(c) = ¢

Uniformised paths of length n can be constructed by appending one state to paths of length
n — 1. By induction we obtain the following for n > 0:

> Plo)=) > POVWe=> US'Uy=

o € uPath 2€5 o' € uPath 2€8
o] =n lo|=n—1

first(o) = s first(o’) = s

last(c) = 5 last(d’) = 2z

Using this result in the matrix version of (3.5) we obtain again (3.4). Hence, the analytical
solution of the ODE, the stochastic argumentation and the conditioning on paths in the
uniformised Markov chain lead to the same expression for II(¢).

Error bound. Both PP(At,n) and U" can be computed efficiently, however, it is not
possible to evaluate the infinite summation. We have to truncate at some N € N and
approximate II(¢) by

N
t) ~ Z PP(At,n)U
n=0

The error introduced by this approximation for a single element Iy (t) of TI(¢) is

> PP(xt,n) UL,
—~—
n=N+1 €[0,1]
which is bounded by
00 N
e= > PP(At,n)-1=1-) PP(\,n)
n=N+1 n=0

because the sum of all Poisson probabilities is 1. For a predefined maximum error € the
number N, of transitions that has to be taken into account can be determined a priori.

Initial distribution. Often we are not interested in the transient probability of moving
from one state to another but just want to know the transient distribution = (¢) at time
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t given an initial distribution (cf. Section 2.4) a. The row vector m(t) containing the
transient distribution can easily be obtained by multiplying o with the matrix II(¢):

() = a - II(t).
Multiplying both sides of (3.2) with «, we obtain the ODE for 7 (¢):

dm(t)
dt

=7(t)Q,

with initial value 7(0) = oII(0) = oI = «a. It can be solved with the same methods as
(3.2). It is not necessary to compute the complete matrix II(?).

Final states. In a model checking context, one is interested in reaching any of a set
of final or goal states G C S. Let y(t) € [0,1]1°! be the column vector containing the
probabilities

vs(t) =Pr{X;, € G| Xo = s}

for each s € S. Note that v(t) does not represent a probability distribution. We have

|1, seg,
7:(0) = { 0, otherwise.

For any time ¢, the vector () is then defined as

We can also compute (t) directly using uniformisation to solve

%92%@

with initial value v(0).

Example 13. Recall the generator matrix Q of the illustrating example:

~10 3 6 1
1 -1 0 0
Q= 8 0 -8 0

The absolute values of the diagonal elements are all < 10, so we choose the uniformisation
constant A = 10. The probability matrix of the uniformised Markov chain is then

1000 ~10 3 6 1 036 1
go|oroo)l 1f 1 10 0o ) _1]1900
0010] 10| 8 0 -8 0 0| 8020
0001 10 0 -1 1009
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We compute II(1.0) with an accuracy of € = 107°. The number of steps that has to be
considered is N, = 26.
Computing the transient probabilities using uniformisation yields

0.1885 0.4981 0.1474 0.1660
0.1660 0.6265 0.1213 0.0862
0.1965 0.1568 0.1568 0.1617
0.1660 0.1213 0.1213 0.4541

T1(1.0) =

Figure 3.1 (a)—(d) shows the evolution of the transient probabilities over time. From there
on they change until they settle to an equilibrium distribution which is independent from
the starting state (see also Section 3.3).

For the initial distribution a = (%, %,0,0) as defined in Example 4 we obtain the
transient distribution

7*(1.0) = (0.1773,0.5623,0.1343,0.1261).

These probabilities are the sum of the first two elements of each column of TI(1.0) weighted
by % Figure 3.1 (e) depicts the transient probabilities for the initial distribution « over
time. They reach the same equilibrium distribution as in (a)—(d).

For G = {2,3} a set of goal states (v(0) = (0,0,1,1)T), the probabilities of reaching
one of the goal states are

~(1.0) = (0.3134,0.2075, 0.3185, 0.5754).

Each entry in 7(1.0) is the sum of the last two entries of each row of II(1.0). Remember
that ~(¢) is not a probability distribution. Independently from the starting state the
probabilities converge to the same value: on the long run it does not matter where we have
started (Figure 3.1 (f)). O

Poisson probabilities

The Poisson probabilities PP(\t, n) can efficiently be precomputed. Starting from the mode
m = | At] (here the Poisson probability is highest) we recursively compute weights

wb_l]:%wb]? for.j:m7"' 7L+17
and

Y
wl|j+ 1] = ——wlj]|, for j=m,--- ,R—1.
[ +1] ] [j], for j
The actual Poisson probabilities are then given by

PP(A\t,n) =W - wn],

where W = E;V:Lw[j].
For a given accuracy €, Fox and Glynn [40] derive the left and right truncation points
L and R in such a way that at most € probability mass is lost and underflows are avoided.
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Figure 3.1: Transient probabilities for the running example (Example 13)
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Complexity

In order to carry out uniformisation we need space for the matrix IT and for the subsequent
powers of U. For the latter we need two copies for a proper calculation. Each of these
matrices needs O(|S|?) storage.

The matrix-matrix multiplication in each step requires |S|?> multiplications. The num-
ber of steps needed for a given accuracy is in O(At) and so the overall time complexity
is O(Mt - |S|?). If U is stored in an appropriate sparse format [14] we can replace |S]* by
nz(U) - |S| where nz(U) is the number of non-zero entries of U, which is in general much
smaller than |S|%.

3.3 The steady-state distribution

In many cases the transient probabilities II(¢) reach an equilibrium on the long run. For
CTMCs with finite state space these steady-state probabilities II always exist. They are
defined to be the limit of the transient probabilities for ¢ — oo. The probability of residing
in state s’ on the long run, having started in state s is then

Hss/ = thm Hss/ (t)

For a finite MRM where any state is reachable from every other state, that is, whose graph
consists of a single strongly connected component, the steady state distribution is indepen-
dent of the starting state and can be written as I,y = my. The steady-state probabilities
are characterised by the fact that progress in time does not change the probability distri-
bution. The derivatives are zero and the system of differential equations for the transient
probabilities collapses into a system of linear equations:

7Q=0. (3.6)

The vector 7 represents a discrete distribution and so we pick the right solution by applying
the normalisation equation

d mo=1 (3.7)

Example 14. The running example MRM consists of exactly one strongly connected com-
ponent. Solving the system of linear equations (3.6) results in

7 = (0.1739,0.1304, 0.5218,0.1739)

On the long run, the MRM spends 17.39% of the time in state 0, 13.04% in state 1, 52.18%
in state 2 and 17.39% in state 3. This is exactly the equilibrium distribution the transient
probabilities reach for bigger ¢ (cf. Figure 3.1). O
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If the (graph of the) MRM is not strongly connected, things are more involved [7]. A
bottom strongly connected component (BSCC) is a maximal strongly connected component
of the MRM such that there are no outgoing transitions to states not contained in this
component (there might be incoming transitions). Note that every absorbing state forms
a BSCC by itself. States not contained in any of the BSCCs are transient states.

Example 15. Figure 3.2 shows the graph of an MRM with four states. State 0 is transient,

absorbing state 1 forms the BSCC B; and states 2 and 3 constitute the BSCC Bs. O
B
2 B
VN
® O=——0C——0
\2/7

Figure 3.2: Graph of an MRM with two BSCCs

Restricting the generator to the states of one of these BSCCa B C S, the steady-state
distribution for B can be determined using (3.6) and (3.7). The steady-state probability
of a state s’ in a BSCC B, having started in state s, is then

M,y = Pr{s —* B} - x5,

where Pr {s —* B} is the probability of eventually reaching one of the states in B, having
started in state s. This probability is the solution in [0, 1] of the following system of linear

equations:
i B 17 S € B,
Pr{s =" B} = { Yweg Pss - Pr{s’ —* B}, otherwise.

Example 16. Consider the MRM of Example 15. The steady-state distribution of the
BSCC B, is 7' = 1, for B, we have w32 = % and 722 = % The probabilities of reaching

By are

Pr{0 =" B} = %, Pr{l—="B}=1 Pr{2—-"B,} =0, Pr{3 "B} =0,
and the probabilities of reaching B, are

Pr{0 —* By} = i, Pr{l =" By} =0, Pr{2—>"By} =1, Pr{3 =" By} =1.

Note that the BSCCs are not reachable from each other (probability is zero). The complete
matrix of steady-state probabilities is then given by

3 1 1
R
=100 11
00%%

Each row of the matrix IT is the steady-state distribution for a single starting state. O
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A detailed description of the numerous solution algorithms for systems of linear equa-
tions in general and the steady-state distribution of Markov chains in particular can be
found in [100].

3.4 The joint distribution of X; and Y,

In Section 2.7 we introduced Y;, the accumulated reward up to time ¢. The stochastic
process Y; is fully determined by the CTMC X, and the reward structure p, because

t
0

In contrast to the CTMC X, the stochastic process Y; is non-Markovian and has state
space R>(. Whereas the distribution of X, is discrete, the distribution of Y; is continuous.
Unfortunately, the distribution of Y; depends on all X, for 7 € [0,¢] and is therefore not
easy to compute. For CSRL model checking (cf. Chapter 4) we are concerned with the
joint distribution of the state process X; and the accumulated reward Y;. Define Y(¢,y)
to be the matrix of the joint distribution of state and reward with entries

T.o(t,y) =Pr{X; =5V, <y| Xo=s}.

Similarly to the derivation of the ODE for the transient distribution of X;, we consider
T (At +1t,y) by observing what can happen in the small time interval [0, At), that is, we
consider the beginning of the interval [0, At+¢) as shown in Figure 3.3. We always assume
that the MRM is in state s at time 0, which leads to a backward equation.

At t

0 At At +t time

Figure 3.3: Time interval considered to derive the backward equation for Y ¢ (%, y)

i) The MRM is in state s at time At and no transition has occurred before. This
implies, that the accumulated reward between At and At + ¢ is at most y — psAt.
The probability for this scenario is

(1 - Z QszAt) T <t7 Yy — /)sAt) = (1 + stAt) T <t7 Yy — /)sAt>-
z#£s

ii) The MRM is in a state z # s at time At and exactly one transition has occurred
before. We denote the probability for this case with g,(At). We do not know the
exact amount of reward accumulated in the interval [0, At), since the time instant of
the transition from s to z is not known. However, we can bound g, (At) from below
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and above by observing, that the reward accumulated in the interval of length At is
at most pmaxAt and at least ppin At (where ppax = masg({ps} and ppin = migl{ps}):
sE se

QszAt : Tzs’ (t, Yy — pmaXAt> S gz(At> S QszAt : Tzs/ (t, Yy — pmlnAt>
Note, that if we divide both bounds by At we obtain the same limit for At — 0, thus

At~>0 At

= Qsz : Tzs’(ta y)
iii) The probability that more than one transition occurred in the interval [0, At) is
negligible (o(At)).
The joint distribution is then given by
To(At+ty) = (14 QuAt) Yoty — pAt) + Y g.(At) + o(At).  (3.8)
z#£s

Subtracting Yy (t,y) on both sides, dividing by At and taking the limit for At — 0 we
obtain the partial derivative with respect to ¢ on the left hand side:

Tss’ (t + At, y) — Tss’ (t, y) Tss’ (t, Yy — pSAt) — Tssl(t, y)

Al}glo At - Alir—I}o At
. stAt : Tss/<t7 Yy — psAt>
+ Alglo At
. g:(At)
+ Alir_l}o At
z#£s!
o(At)
+ Ao At
0Ty (ta y) o li oo (t Yy — psAt) - TSS’(t y)
— 7 = im
ot At—0
+ st' ss’ ty ZQsz zs! ty
z#£s
T, — pAt) — Yoo
_ i Lo (b y = psAt) = Yoo (t,y)
At—0 At
+ Z Qsszs’(tv y)
z€eS

Define now Ay = p;At and = = y — Ay. Note that Ay — 0 if At — 0. Replacing p;At by
Ay and y by x + Ay we obtain a partial differential equation for Yy (¢, y):

O0Teu(ty) Yo (t, o+ Ay) — Yoo (t, x)
T = —Ps- Al}tIEO Ay EES Qsz Lz t y
8TSS t
= —Ps- y E Qsz tlze t y

z€eS
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aTSS/ t,y aTss 13 y
= #ers — E Qs - Yoo (t,y) (3.9)
z€S
In matrix notation this becomes
90X (ty) IY(t,y)
D.—77 _ Y (¢t 3.10

where D is a diagonal matrix with Dy, = p;.
At time 0, only the starting state itself is reachable. Thus, the initial values for the
system of PDEs are given by

1, s=s"andy >0,
0, otherwise.

Yoo (0,y) = {

Sericola [95] derives a similar system of PDEs for the complementary distribution Ty (t, ) =
Pr{X;=¢.Y; >y| Xo=s}. The system of PDEs (3.10) is of first order, linear and hy-
perbolic, since the diagonal matrix D is symmetric with real eigenvalues p;.

One possibility to find a solution for this so-called hyperbolic system of PDEs (3.9) is
the method of characteristics as proposed by Pattipati et al. [82]. The intention is to find
so-called characteristic curves y(¢) on which the PDEs reduce to ODEs. The knowledge
about the solution of ODEs then helps to find a solution for the PDEs.

Let y(t) be an arbitrary curve with time parameter t. We confine the joint distribution
to this curve, that is, we consider Yy (¢, y(t)). Differentiating with respect to ¢ we obtain,
using the chain rule,

Aoy (ty(t) _ Maw(ty®)dt  OTaw(ty(t)) dy(t)

. 3.11
dt ot dt By dt (3.11)
We consider now those curves y(t) where
dy(t)
S _ . 3.12
il (3.12)

for which the right-hand side of (3.11) equals the left-hand side of (3.9) (note that % = 1).
As long as we move along such a curve, the PDE (3.9) reduces to the ODE

des t y ZQsz Lo (t,y(t)). (3.13)

z€eS

with initial values Yy (0,y(0)). The solution of this ODE is:

Yoo (t, y(t)) = et [/ ’QSS:”ZQSZ o (zyy(x)de + Yo (0,y(0))] - (3.14)
z#£s
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The curve y(t) is characterised by the ODE (3.12). The general solution for this ODE is
y(t) = pst +C.

For a given pair t* and y*, we compute the constant C"
C=y" — pst”.

Thus, for finding the solution of PDE (3.9) at given ¢* and y*, we solve ODE (3.13) on the
curve that is given by y(t) = pst + y* — pst™ = y* — ps(t* — 1), i.e., following (3.15):

t
Tss’ (t*7 y*> = eQSSt* Tss/(oa y* - /)st*) + / Z €stszszs/<t* — T, y* - psﬂf) dx (315)
0
z#s

Note that we replaced x by t* — x under the integral without altering the value of the
integral.

3.5 Summary

In this chapter we characterised the most basic measures for MRMs. For the transient
distribution we also described in detail how they can be efficiently computed. For the
steady-state distribution we referred to the literature [100]. The joint distribution of state
and accumulated reward is characterised by a hyperbolic system of PDEs. Their solution
via the method of characteristics leads to a system of integral equations.

We need the joint distribution of state and accumulated reward Y (t,y) for model
checking the CSRL until operator (Section 4.6). No algorithm for computing Y (¢, y) exists
that is always the best choice, in contrast to uniformisation for the transient distribution.
We postpone the presentation of several solution algorithms to Chapter 5, where we also
discuss their specific properties in the context of CSRL model checking.






Chapter 4

Continuous stochastic reward logic —

CSRL

The logic CSRL [6] is the formal language we are going to use to specify properties of
MRMs. It is the reward extension of CSL [3, 8], which in turn is an extension of the
branching time temporal logic CTL [21, 22].

We formally introduce syntax and semantics of the logic CSRL in Section 4.1 and 4.2,
respectively. Section 4.3 treats the general model checking procedure for arbitrary CSRL
formulas. The computation of the measure needed for checking a next formula is the
topic of Section 4.5. The universal way for the computation of the measure for formulas
involving the until operator is presented in Section 4.6. Special cases of the until operator
are discussed in Section 4.7.

4.1 Syntax

In this section we introduce the syntax of CSRL formulas. They are defined over a set of
atomic propositions AP. We distinguish between state and path formulas. Several building
blocks are needed for CSRL formulas: atomic propositions ap € AP, time intervals I C R,
reward intervals J C Rsg, a comparison operator 1 € {<, <,=,>,>} and a probability
bound p € [0, 1]. State formulas ® and path formulas ¢ are then inductively defined:

O = true|ap| P | DPADP|Sup(P) | Py (),
o = Xo|oUld.

Note that the definitions of state and path formulas are intertwined and cannot be sepa-
rated from each other. In the following we denominate the different formulas and describe
them in a more precise manner.

The simplest state formula is the constant true. Each atomic proposition ap € AP
is a further constant CSRL state formula. If ® is a CSRL state formula, the application
of the Boolean negation operator results in the new CSRL formula —®. If ®; and ®,

37
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are CSRL state formulas, the Boolean conjunction ®; A @4 is also a CSRL state formula.
Further Boolean connections like disjunction or implication are derived in the obvious way.
The steady-state operator S.q,(-) with its comparison operator > and the probability p
is wrapped around a state formula in order to obtain a new state formula. Similarly, the
probability operator Puy, (+) can be wrapped around path formulas. Path formulas are build
using either the next operator X or the until operator U. Both operators are equipped with
a time interval I (superscript) and a reward interval J (subscript). The next operator refers
to a single state formula, the structure of the until operator requires two state formulas.

The unary operator — has priority over the binary operator A. Whenever necessary or
convenient we use parentheses to clarify the meaning of the formula. If the time interval 1
or the reward interval J equals R, we can omit it in a CSRL formula.

Example 17. In Example 10 we introduced a set AP of atomic propositions which are
used as labels for the illustrating MRM. We make use of this set of atomic propositions to
build some CSRL example formulas. Thus, idle, active or intact are examples for valid
CSRL state formulas. The negation

—intact

is another state formula and so is the nested Boolean formula
active V —intact,

where for state formulas ®; and ®5 the disjunction ®; V &, is derived as —(=P; A =Dy).
An example for a steady-state formula is

S<os(active V —intact).

[0,0.5]

(515 1d1e. Wrapped into the prob-

A valid path formula built from the next operator is X
ability operator, we obtain the state formula

P>0_25 (XE%’EES]]idle) .
Finally, an example for an until formula within the probability operator is

P<o.2 (empty Uéﬂ,}o](ﬁintaet)) : o

Sub-logics of CSRL

CSRL originates from CTL [21, 22] which was designed for non-stochastic models (Kripke
structures) and therefore has neither a notion of probability nor of real time or even rewards.
However, CTL path formulas can be simulated by CSRL path formulas where both the time
and the reward interval equal R>( (and can be omitted). The CTL path quantifier E (“for
some paths”) can be imitated using the probability operator as

Ep =P-o(p).
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The CTL path quantifier A (“for all paths”) is expressable as
AQD = le (QO) .

If we use arbitrary probabilities and comparison operators within the probability operator,
we distinguish several sub-logics of CSRL [6] depending on the nature of the time interval I
and the reward interval J attached to the path formulas. If both the time and the reward
interval impose no actual restriction, that is, if I = J = Rsq = [0, 00), we obtain a formula
of the stochastic logic (SL). We omit the intervals in the formula.

If only the reward interval is without influence, that is, if J = R, the formula is a
continuous stochastic logic (CSL) formula. The dual logic to CSL is the continuous reward
logic CRL. Here only the reward interval is specified and the time interval I = Rsq is
omitted.

Example 18. The SL version of the next path formula of Example 17 is
Xidle.

Omitting the reward interval in the until formula of Example 17, we obtain a CSL until
formula:
empty U1 (—intact).

If we omit the time interval, a CRL formula results:

empty U o9 55 (—intact). O

4.2 Semantics

The syntax of CSRL provides us with a recipe for the construction of state and path
formulas. With the semantics we introduce the meaning of the different operators. CSRL
state formulas are interpreted over the states of an MRM and CSRL path formulas are
interpreted over the paths of an MRM.

The semantics of CSRL is formally defined by a satisfaction relation =. We have
actually two relations, one between an MRM, one of its states s, and the CSRL state
formulas and one between an MRM, a path w in this MRM and the CSRL path formulas.
We say that a state s satisfies the state formula ®, is a ®-state or that & holds in s
if M,s = ®. Similarly, a path satisfies a path formula ¢ or is a p-path if M,w E ¢.
Whenever it is clear from the context, we omit the explicit indication of M.

State formulas

All states of an MRM satisfy the formula true:

s = true for all s € S.
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A state s satisfies an atomic proposition ap € AP if ap is contained in the labelling of s:
skEap <= ape L(s).
The negation of a state formula ® holds in a state s if ® is not satisfied by s:
sE-® = sk o.

The conjunction of two state formulas ®; and ®, is satisfied by s if s is both a ®-state
and a ®,-state:
sEPIND, < skE®;and s D,

A steady-state formula Sy, (®) holds in a state s if — having started in state s — the
cumulative steady-state probability (Section 3.3) of all ®-states meets the bound i p:

Sl Sup(P) = > I ip.

s/€Sat(®)

In case of the probability operator, all paths (cf. Section 2.5) starting in state s that satisfy
the involved path formula ¢ (see below) have to be considered. Let

Probs(¢) = P{w € Q |w = ¢}

be the probability measure of all these paths (Section 2.5). The measure Probs(y) has to
meet the bound i p in order for s to satisfy Puy, ():

S Pup (@) <= Probs(p) xp.

Path formulas

CSRL path formulas are interpreted over the finite and infinite paths of an MRM. A next
formula refers to the state the path occupies after the first transition. In order to satisfy a
next formula X% ®, a path w must have at least length 1. The residence time ¢(w) of the
first state has to fall in the interval I, the reward yo(w) accumulated in the first state in
the interval J. The next state s;(w) must be a ®-state:

wEXI® = |w>1Atw) el A yww) eJ A si(w) .

The most involved formula is the until formula. It refers to the future evolution of the
path without making any restriction on the number of steps. A path w satisfies ULV if
there is a time ¢t € I such that

e the state of the path at time ¢ satisfies U: X;(w) = U;

e the state of the path at all times ¢’ before ¢ satisfies ®: Vt' € [0,1). Xy (w) = P;
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e the accumulated reward at time ¢ falls in J: Yy (w) € J.

wEMY = FHel(X(w)ET A (We[0,)Xv(w)EP) A Yi(w) e )

Example 19. Recall the example MRM summarised in Section 2.9. Any path in this
example of the form

satisfies the next formula X Eg’(i's]]idle because the residence time of the first state is in the

time interval [0, 0.5], the accumulated reward in the first state is 100 - 0.1 = 10 which falls
in the reward interval (5,15] and the second state 0 is an idle-state.

15 (—intact) start with the

Example paths that satisfy the until formula empty U (20,50]

following sequence:

0.2 0.6 0.3
w3=0—1—0—"7

3...

Consider time 1.1. The state of the path at time 1.1 satisfies (—intact) because X1 1(w3) =
3. The accumulated reward is Y7 1(ws3) = 37 € (20, 50] and before time 1.1 only the empty-
states 0 and 1 occur on the path. O

4.3 The model checking procedure

Normally we are not only concerned whether one single state satisfies a CSRL state formula
but we want to check the formula for all states. All ®-states of an MRM M are subsumed
in the satisfaction set

SatM(®) = {s € S | M, s = @}

We omit the superscript M if it is clear from the context.

Model checking a CSRL state formula ® now encompasses the determination of the
satisfaction set Sat(®). We present the procedure that determines the satisfaction set of
any CSRL state formula. The approach is inherited from the non-stochastic branching
time logic CTL: we determine the satisfaction set according to the recursive structure of
the formula, as follows.

All states satisfy true, hence,

Sat(true) = S.

For the satisfaction set of an atomic proposition we have to consider the labelling of all
states:

Sat(ap) ={s€ S |ap e L(s)}.

The satisfaction set of a negated formula —® is given by the state space without those
states that satisfy ®:

Sat(—®) = S\ Sat(®).
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For the conjunction of two state formulas ®; and ®,, the satisfaction set is
Sat((I)l VAN @2) = Sat((I)l) N Sat((I)g),

for a disjunction it is

Sat((I)l V @2) = Sat((I)l) U Sat((I)g).

For the steady-state operator we first have to determine the steady-state probabilities
II. Then we sum over all ®-states and compare according to 1 p (following closely the
semantics of the steady-state operator):

Sat (Sup(®) =4 s€S| Y Iy = p

s'€Sat(®)

Finally we consider the probability operator P.y, (¢) in combination with a path formula
¢. First we have to determine the vector Prob(y). In Section 4.5 we discuss, how this is
done for next formulas, Section 4.6 is dedicated to until formulas. After the calculation of
Prob(yp) we compare its entries according to 1 p in order to obtain the satisfaction set:

Sat (Puy () = {s € S| Probs(p) > p}.

Example 20. We interpret the CSRL formulas of Example 17 in the running example
MRM (cf. Section 2.9). The satisfaction set of the atomic proposition intact consists of
all states labelled accordingly, thus

Sat(intact) = {0, 1,2}.
For its negation it is
Sat(—intact) = S\ {0,1,2} = {3}.
The satisfaction set of (active V idle) is derived as
Sat(active V idle) = Sat(active)U Sat(idle) = {2}U{0}={0,2}.

The probability measures for the state formula involving the next operator are (cf. Example
22)

Prob()c{g;‘fg’]’]idle) = (0,0.2387, 0.3420, 0),

which results in the following satisfaction set for the state formula P~g.o5 (X {g’?g?]idle»

Sat(Poozs (o1 idle)) = {2},
In Section 5.6.3 we compute the probability measure for the until formula as
Prob(emptyl/{ggi]g)o](—dntact)) = (0.0165,0.0472,0, 1)

and the satisfaction set for the corresponding state formula is

Sat(P-o2 (emptyugi]so](—dntact))) ={0,1,2}. O
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4.4 Duality

This section deals with the duality of time and accumulated reward. We show that the
roles of time and reward can be interchanged in both MRMs and CSRL formulas. This
result facilitates the model checking of formulas involving path formulas, especially when
the until operator is involved.

MRMs have two continuous ingredients: the continuous time parameter and the con-
tinuous accumulation of reward. Progress in time induces reward accumulation (at a rate
specified by the current state) and reward accumulation demands the time to go by. In
a path w, the state sequence together with the residence times precisely determines the
accumulated reward at any time t. Vice versa, we can deduct the current time for a given
path, if we know the accumulated reward. This brings us to the conjecture that time and
accumulated reward are somehow interchangeable.

Recall that X;(w) is the state occupied by path w at time ¢ and Y;(w) is the accumulated
reward by time ¢. Now define X - 1. Q — S to give the state occupied by a path for a
given accumulated reward y:

X w)=Xiw) = Yiw) =y
Following the same concept we define the time at which a given reward y is accumulated
as Yy_l:

V' (w)y=t <+ Y(w) =y

Note that we only obtain a proper definition of the stochastic processes X - L and Yy*1 if
there are no two points in time with the same accumulated reward y. In order to accomplish
this restriction, the reward rates of all states must be positive, such that the accumulated
reward is strictly monotonously increasing.

Instead of defining new random variables X - Land Yy_1 on the probability space defined
by an MRM M = (AP, S, R, L, p) we can also derive a dual MRM M~! where the role of
time and accumulated reward are interchanged. By the above argumentation this is only
possible if p, > 0 for all s € S. The dual MRM M~ = ((S,R™1), AP, L, p!) results from
M as follows.

i) Rescale the transition rates by the reward rate of their originating state:

Rfl _ Rss’
SS ps
ii) Invert the entries of the reward vector:
1
/
Ps = —-
S ps

If the MRM M spends t time units in a state s, it accumulates p, - t reward. Conversely,
if the dual MRM M~! spends p - t time units in state s, it accumulates 1/ps - ps -t =t
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reward. Thus, the roles of time and reward are interchanged. The one-step probability
matrix PM™' = PM remains unchanged because all transitions starting from a state s are
scaled by the same factor 1/p;.

Example 21. The dual MRM for the example MRM has rate matrix

0 0.06 0.12 0.02
01 0 0 0
008 0 012 0
02 0 0 0

R'=

and reward vector
p~ ' =(0.02,0.05,0.01,0.2). O

CSRL next and until formulas impose restrictions on time and accumulated reward by
the intervals I and J specified in the formulas. These intervals can be interchanged when
switching from MRM M to MRM M~! without changing the probability measure of the
corresponding paths.

Lemma 4 ([6, Lemma 1]). Let M be an MRM with p; > 0 for all s € S. Let ® and ¥
be CSRL state formulas. Then for every state s,

i) Prob™(s, X1®) = Prob™”' (s, X®) and
ii) Prob™ (s, ®ULW) = Prob™ ' (s, DU D).
For a CSRL formula ® the dual formula ®~! is defined by swapping the time and reward

intervals in any next or until sub-formula of ®. The satisfaction set Sat™(®) for an MRM
M can be determined in M~ SatM(®) = Sat™ ' (&71).

Theorem 2 ([6, Theorem 1]). Let M be an MRM with ps > 0 for all s € S and let ®
be a CSRL state formula. Then

SatM(®) = Sat™ ' (7Y).

In Section 4.6 we classify until formulas according to the type of the intervals I and
J. The duality result then comes in conveniently to derive model checking procedures for
some of the formulas.

4.5 The probability measure for next formulas

The probability operator is wrapped around path formulas. The model checking procedure
requires the computation of the probability measure of the involved next or until formula.

For the computation of Prob,(X®) we have to determine the probability measure of
all paths satisfying the next formula. By the semantics, these are all paths of at least
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length 1, starting in s, with a residence time in [ of the first state, an accumulated reward
in J before the first transition, and a second state that satisfies ®. If for a state s the
probability measure Prob,(X4®) > p, the formula holds in state s. Define I to be the
subinterval of I containing only those residence times in [ that result in an accumulated
reward in J when residing exclusively in state s:

={tel]|ps-teJ}.

Then the set of paths starting in a given state s and satisfying the next formula X4®
consists of all paths where the residence time of the first state s falls into the interval I/
and the second state satisfies ®. This set of paths is a union of cylinder sets (cf. Section
2.5.1):

U C 8 8 R>0))
s'eSat(P)

and is therefore a measurable set. The probability measure of the next formula in state s
is consequently given by (cf. Section 2.5.2)

Prob(X10) =P, | | C((s,8).(I/.Rs)) | =Pr {6, €1/} - > Py,

s'€Sat(P) s'€Sat(P)

that is, the probability of spending an appropriate amount of time in state s multiplied
with the probability of reaching a ®-state in one step. We can use (4.1) directly to compute
Prob, (X1 ®).

The satisfaction set Sat (Pmp (X 5(13)) emerges from comparing the entries of Prob(X1®)
with p using the comparison operator .

[0,0.5]

Example 22. The example next formula X (5.15 1d1e has intervals I = [0,0.5] and J =

(5, 15] which gives us the following tailored time intervals
1§ =10.1,0.3], I =[0.25,0.5], I; =[0.05,0.15], Ij = .

The probabilities of the appropriate residence times are

Pr{dyelj} = e 10011003 = (3181,
Pr{d, elj} = e20% 205 = (.2387,
Pr{d eI} = e 20005 _ 20015 — (8551,

Pr{d;elf} = 0.

The resulting probability measures for the next formula then equal

Proby(X(g)5 idle) = Pr {dy € I[j'} - Poo = 0.3181-0 =0, (4.2)
Prob, (X0 idle) = Pr {4, € [ } - Py = 0.2387 - 1 = 0.2387, (4.3)
Proby(X(0)5 idle) = Pr {6, € I} - Py = 0.8551 - 0.4 = 0.3420, (4.4)
Probs(X(g)5 idle) = Pr {d; € Ij'} - Py =0-1=0. (4.5)
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Comparing the entries of the vector
Prob(X{}5]idle) = (0,0.2387,0.3420, 0)

with 0.25, we obtain the satisfaction set

Sat(Ps.05 (ngﬁ-j]lidle)) — {2}, o

4.6 The probability measure for until formulas

This section deals with the computation of the probability measure for until formulas. We
derive recursive equations that characterise the measure. Unfortunately, the characterisa-
tion of the probability measure of until formulas does not give us a straightforward recipe
for the computation as it was the case for the next operator. However, the problem can
be mapped to the problem of computing the joint distribution of time and accumulated
reward Y (t,y) in a transformed MRM which is inhomogeneous with respect to time and
accumulated reward. In many cases (depending on the time and reward intervals), this
MRM actually reduces to a homogeneous one. In this section we only characterise the
probability measure; actual algorithms for the computation of the joint distribution of
homogeneous and inhomogeneous MRMs are the topic of Chapter 5.

We start with defining equations for the probability measure of an until formula in
Section 4.6.1. In Section 4.6.2 we show how the computation of the probability measure is
reduced to the computation of the joint distribution of state and accumulated reward in a
time- and reward-inhomogeneous MRM.

4.6.1 Characterisation of Prob,(®U}7)

In the following we categorise states according to the formulas they satisfy. For all states
s we give an intuitively derived characterisation of Prob, (<I> ng\ll) Recall that

Prob, (PULY) = P {w e Q| w | QU U}
and the satisfaction relation between paths and until formulas is given by
wEOUY = FHecl(X(w)ETY A WM 0,t)Xy(w)EP) A Yi(w) € J).
For an interval K C R and x € R, define
Kozxz={t—z|te K}

to be the interval resulting when shifting the interval K by x units to the left. Note
that in the following equations there appear reward intervals with elements that are below
zero. While this is not allowed by the syntax of until formulas, it does not introduce any
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difference in the probability measure: since the accumulated reward in an MRM is always
nonnegative, the probability measure for the negative part is zero.

Depending on the formulas a state s satisfies, and on the properties of the intervals I
and J, we distinguish five cases.

i)

ii)

iii)

iv)

If
s =W and inf [ = inf.J = 0, that is, inf I/ = 0,

all paths starting in s satisfy the until formula for ¢ = 0 and so we have

Prob, (U, W) =1

For
S ): (—|(I) A —|‘I/)

no path starting in s satisfies U ¥. Consequently,

Prob, (®UL¥) =0

For
s -®AWand inf I > 0 or inf J > 0, that is, inf I/ >0,

all paths starting in s do not satisfy ® in the first state and hence do not satisfy
dULW. Tt makes no difference that s = ¥, because a W-state should be reached at
inf I at the earliest. Hence, the probability measure is also

Prob,(®U5V) = 0.

If
s (@A),

a path starting in s might satisfy the until formula. To do so, it must leave s before
sup I/ time has passed because otherwise either the upper time bound or the upper
reward bound is exceeded. After it has left s it has to reach a W-state (passing only
along ®-states). We integrate over the density of residing a given time in state s,
moving to one of the other states and satisfying the until formula with shorter time
and reward intervals starting in these states, i.e.,

supISJ
Probs(®U5@) :/ ZerS-szz_pmbz(q)ulex \Il) de.
0

Jops-x
z#£s

Note that e9=7Q,, = Q,.e¥*P,, is the density of residing = time units in state s
and the moving on to state s'.
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v) The case
SE (@A),

is similar to iv), but a path satisfies also the until formula if the MRM remains
in state s for at least inf I/ time units. Furthermore, the integral only has to be
evaluated up to time inf I/ because at a later point in time it is not necessary to
move on to another state, because the until formula is already satisfied anyway.

inf I
Prob, (UL W) = @il 1T 4 /0 > " eQsrQ,, - Prob. (UL W) da,
z#£s

where Qs "1 = Pr {5, > inf [/}.

The integrals in the equations imply that it suffices to consider closed time intervals [7].
For the accumulated reward, things are different, we have to observe carefully whether the
interval is left- or right-open or -closed, because there are discontinuities (“jumps”) in the
distribution of the accumulated reward. For the sake of simplicity only the following types
of reward intervals are considered: no restriction (J = [0,00)), fixed amount of reward
(J = [y,y]), below or equal to a given threshold (J = [0,y]), left-open and right-closed
(J = (y1,y2]), above a given threshold (J = (y, o0)).

Example 23. We distinguish the different cases for the states of the running example
MRM and the until formula emptyl/{é’o‘r”]m](—'intact). State 0 (idle) is an empty-state
and also an intact-state and so case iv) has to be applied. The same is true for state 1
(sleeping). State 2 is not an empty-state but an intact-state. This is case ii). Finally,

state 3 satisfies only (—intact): case iii) . O

4.6.2 Y (t,y) in time- and reward-inhomogeneous MRM

CSRL formulas are interpreted over the states and paths of MRMs as defined in Chapter
2. These MRMs are homogeneous with respect to time and reward, that is, the transition
rates and the reward rates remain unchanged, whatever the current time or accumulated
reward is. However, in this section we show that in the context of model checking CSRL
formulas involving the until operator it is useful to consider so-called time- and reward-
inhomogeneous MRMSs, in which transition and reward rates might depend on the current
time and accumulated reward. The computation of Prob,(® U, W) can then be reduced to
the computation of the joint distribution of state and accumulated reward Y(t,y) of an
inhomogeneous MRM derived from the original homogeneous MRM. The basic idea is to
change the behaviour of the MRM when both, the given lower time and reward bound, are
exceeded. The evolution of the MRM proceeds in two phases: the first phase lasts until
both lower bounds are exceeded, the second phase follows.

We compute the probability of residing in a WU-state at the end of the second phase
having accumulated an amount of reward that lies inside the reward interval. During the
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first phase only ®-states are allowed, all others are made absorbing. In the second phase,
the ~®-states remain absorbing but additionally also the W-states are made absorbing.

Unfortunately, one problem arises: if a path is in a state not satisfying ® but satisfying
U at the end of phase 1 and stays there until phase 2 has started, its probability mass
is wrongly included into the probability measure. To bypass this problem, we duplicate
these (—® A W)-states. In the first phase we use only the duplicates. In the second phase,
the original states are employed. Only if a path is in an original W-state at the end of the
second phase, the path satisfies the until formula.

For an homogeneous MRM M = (AP, S, R, L, p) and the until formula ® U ¥ we define
the inhomogeneous MRM M(® UL W) = (&, S* R(t,y), L*, p(t,r)) which encodes the until
formula into the model.

e There are no atomic propositions,

e Let

SatM(=d AT) = {7 | 2 € SatM (=D A U)}

be a set of duplicates of (=®AW)-states. Then the state space S* = S Sat™(~® A V)
consists of the original state space plus duplicates for all (=P A U)-states.

e The rate matrix R(¢,y) is time- and reward-dependent. The values of ¢ and y deter-
mine which version to use:

RM, t <infl ory <infJ
Rit,y) = { R®, ¢t>inf] and y > inf J.

In phase 1 (t < inf I or y < infJ) R(M is used. All rates emerging from —®-states
are set to zero, thus these states are made absorbing. If a transition leads to a
(=P A W)-state, it is redirected to the corresponding duplicated state. The original
(=P A ¥)-states are not reachable in the first phase. Thus, we have:

;

0, seSatM(~d),

0, & €SatM(=®AT),

0, se&SatM(=dAT),

R.., s =z¢cSat"(-®AT),
Ry, otherwise.

R) =

\

In phase 2, —=®-states remain absorbing and all WU-states are additionally made ab-
sorbing. The transitions to the duplicates are redirected to their original destinations.
The duplicates are not connected anymore. Hence, we have:

0, seSatM(=d),
R(Q) o 0, s € SatM(\II),
=)0, sor s’ € SatM(=® A W),
Ry, otherwise.
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e The labelling function is trivial since there are no atomic propositions.

e The reward vector p(t,y) contains the original rewards for the states except for the
ones that are made absorbing or are duplicates. Consequently, there are also two
versions of the reward vector with

pM .t <infl or y < inf J,
pltr) = { p?, t>infI and y > inf J,

with
0, s ¢ SatM(=d),
pV=1¢0 se SatM(=® A 1),
ps, otherwise,
and

, s € SatM(=d),
, s € SatM(W),

. s € SatM(=d A D),
ps, otherwise.

pl) =

o O O

The transition and reward rates of M(®UL W) do not change continuously. In the course
of a path w there is exactly one point in time at which the behaviour changes (when both
the time parameter and the accumulated reward exceed their lower bounds).

In accordance with the two versions of the rate matrix and reward vector we will
denote the two MRMs constituting the inhomogeneous MRM M(®UL W) as M) and
M@ There are also two versions of the generator matrix, denoted Q" and Q®.

Example 24. We derive the inhomogeneous MRM originating from the running example

MRM and the until formula ¢ = empty U {g'éio"g](—'intact). Figure 4.1 shows the graphs of

the two phases of the resulting MRM. State 3 is a (—empty A (—intact))-state and has to
be duplicated. The reward vectors are

oM = (50,20,0,5,0), p@ = (50,20,0,0,0),
where the fifth entry is for duplicated state 3. O
The following theorem allows us to express the probability measure of an until formula

Prob(®ULW) in terms of the joint distribution in the corresponding inhomogeneous
MRM.

Theorem 3. Let M = (AP, S, R, L, p) be a homogeneous MRM and let ® ¥ be a CSRL

until formula. For s € S, define

initial(s) = {

5, s¢€SatM(=® A D),
s, otherwise.

Then ,
Prob(ouU’ W) = Z MO (Gup T, sup J)

initial(s)s
s'eSat()

The proof is straightforward but lengthy, we therefore shift it to Appendix A.
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3 2 3 2
(a) phase 1 (b) phase 2
Figure 4.1: The two phases of the inhomogeneous MRM M (empty U Eé]so](—'intact»

4.7 Overview of until formulas

Not every combination of a time interval I and a reward interval J within an until for-
mula ® UL ¥ actually leads to a inhomogeneous MRM. Often only one phase of the MRM
M{®ULD) is used. This is tantamount to a computation in a homogeneous MRM. How-
ever, we always have to adapt the original MRM in order to support the calculation of the
probability measure for the until formula using Theorem 3. For this purpose we introduce
some convenient notation.

For a CSRL state formula ¢, the MRM M |¢] arises from an MRM M = (AP, S, R, L, p)
by making all ¢-states absorbing and setting their reward rate to 0. Formally, the rate
matrix R’ and the reward vector p’ of M[¢] = (AP, S,R’, L, p’) are defined by

no_ { 0, s € SatM(gb),

R,y , otherwise,
and

Ps = ps, otherwise.

, { 0, s e SatM(¢),

If only one phase of the MRM is actually used in the computation, it is not necessary to
duplicate states as explained in Section 4.6.2. For until formula ® 4% ¥ and an MRM M,
the first phase is actually M[-®] and the second phase is M[=® V U] [7].

Table 4.1 gives an overview over the different CSRL until formulas according to the
structure of the intervals I and J. Remember that it suffices to consider only closed time
intervals and that we do not consider all possible reward intervals (cf. Section 4.6.1). Not all
of the until formulas require the computation of the joint distribution of state and reward in
a time- and reward-inhomogeneous MRM; often the joint distribution reduces to a simpler
measure or one only needs a homogeneous MRM. Many measures can be computed using
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the duality result of Section 4.4, as long as the reward rates are appropriate. In the table
we state which algorithm to choose, which MRM to employ and in which section to find
this particular case. If the duality result (Theorem 2) should be applied, we indicate the
interchanged time and reward interval. The duality theorem is only properly applicable if
all reward rates are strictly positive. The MRM M(® U’ W) has always states with reward
rates 0, namely the states that are explicitely made absorbing. However, there are no
transitions that leave these states. Since the structure is preserved in the dual MRM, we
can safely set R..(t,y) = Rss(t,y) = 0 and pl(t,y) = ps(t,y) = 0 for a state s which is
absorbing for time ¢ and accumulated reward vy, i.e., for which Ry (t,y) = 0 for all . That
is, if ps(t,y) = 0 if and only if Rey(t,y) = 0 for all s € S, we can still apply the duality
result.

4.71 SL (I =1[0,00) and J = [0,00))

© =dUV. When deriving the equations for Ty (¢, y) we implicitely assumed that sup I <
oo and sup J < oo. This is not the case for an SL formula where I = J = Rx. The reward
interval J = [0, 00) does not imply any restriction on the accumulated reward, thus, the
joint probabilities of state and accumulated reward reduce to the transient probabilities:
lim Tssl(t,y) = Hssl(t).
y—sup J=00
Furthermore, the transient probabilities for ¢ — sup I = oo correspond to the steady-state

probabilities:
lim Il (t) = [y

t—sup [=00

Consequently, the probability measure for an SL until formula is given by

ProbM(s,ouw) = Y mieH
s/ €Sat(W)

_ Z H?s/l/ [Feve]

s/€Sat (V)

The equality follows because M(® UL V) is actually not time- and reward inhomogeneous
but behaves like M[-® Vv W] for all £,y > 0 because inf [ = inf J = 0.

Hence, the computation of Prob™ (s, PUW) reduces to the computation of the steady-
state probabilities in M[-® Vv U].

4.7.2 CSL (J = [0,00))

The reward interval J = [0, 00) imposes no restriction on the accumulated reward. Thus,
in order to compute the probability measure of the until formula we can replace the joint
probabilities of state and accumulated reward by the transient probabilities:

lim Yo (supl,y) =g (sup ).

y—sup J=o00



| 1=10,00) | I=1[t1 =10, I=[t1,ts] | I =t o0)
steady-state transient transient double transient transient & steady-state
J=10,00) || M[=®V ¥] M[-D] M[=D VU] M[=D] & M[-D V U] M[-D] & M[-D V U]
Sec. 4.7.1 Sec. 4.7.2 1) Sec. 4.7.2 ii) Sec. 4.7.2 iii) Sec. 4.7.2 iv)
duality transient duality duality duality
J =y,y] I'=ly,yl M[=®(t,y)] I'=1y,y] I'=1[y,y] I'=1[y,9]
J =0, 00) Sec. 4.7.3 1) J =[0,¢] J = (t1,19) J = (t,00)
duality algorithms Chap. 5 algorithms Chap. 5 duality duality
J=10,y] I=10,y] M[-P] M[-P Vv ¥] I=10,y] I=10,y]
J =0, 00) Sec. 4.7.3 ii) Sec. 4.7.3 v) J = (t1,19) J = (t,0)
duality algorithms Chap. 5 (twice) | discretisation, Markovian | discretisation, Markovian duality
J =,y || 1=1[y1,92] M[-D] M(@UP) M(@U’w) I'=[y1, 9]
J =0, 00) Sec. 4.7.3 iv) Sec. 4.7.3 vi) Sec. 4.7.3 viii) J = (t,0)
duality algorithms Chap. 5 I=10,t] I =ty,12]
J = (y7 OO) I= [Z/> OO) M[ﬁq)] J = (y, Pmax 't] J = (y7 Pmax * t] ?
J =0, 00) Sec. 4.7.3 iii) Sec. 4.7.3 vii) Sec. 4.7.3 ix)

Table 4.1: Overview of the algorithms needed for model checking CSRL until formulas

Se[nuLIo} [IJUN JO MOIAIBAQ L'F

€9
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Applying Theorem 3 we obtain the following formula for the probability measure of a CSL
until formula:

Prob™ (s, @U' W) = Z H?:/@)u‘l’qj)(suplj).

s/ €Sat (V)

We distinguish four types of intervals I:

i)

ii)

iii)

@ = OYLIW. If t = 0, the probability measure is 1 for W-states and 0 for all other
states:

1, s¢e SatM(),

0, otherwise.

Proby(® U0 = {

For ¢t > 0, only the first phase of M(®UL W) is used in the computation, the second
phase starts exactly at the instant of time at which the joint distribution should be
evaluated. The probability of entering a W-state exactly at time t is 0, therefore a
W-state must be reached already before ¢. This is only allowed if it is simultaneously a
d-state. We rephrase the until formula as ®U%(® A V). The duplication of (=® A ¥)-
states is then not necessary because there are no longer goal states. The complete
computation of the transient probabilities is performed in M[-®]:

Prob(@u™w) = > 1w,

s'€SatM(BAT)

Using uniformisation (cf. Section 3.2), the transient probabilities are efficiently ob-
tainable.

o = dUIW. We assume ¢ > 0. The first phase of the MRM M (® UL V) is actually
nonexistent because inf I = inf J = 0. Thus, only the second phase of the MRM
M(®ULT) is used. Tt is not necessary to duplicate states.

Prob™(s, u®Mw) = Y 1),

s'€Sat (W)
Like in 1), uniformisation is the method of choice to compute the transient probabilities.

o = dYMI. We have to compute transient probabilities in a time-inhomogeneous
Markov chain. Uniformisation as presented in Section 3.2 deals only with homogeneous
Markov chains. However, if — as is the case here — the inhomogeneity is only present
at a single point in time, uniformisation can be applied twice in order to compute the
transient probabilities [45]. First the probabilities of reaching all other states by time
inf I =t; are computed using Q). These probabilities are multiplied by the transient
probability of reaching the goal state by time t — ¢; using Q®.

Z HM(@U{,\y)(Sup )y = Z Meus ) (t2)ss
s'€SatM (D) s’€SatM ()
D DR AR )

2€8U{z|z€SatM (=BT}



4.7 Overview of until formulas 55

iv)

We can avoid the duplication of (=® A W)-states by observing that H;\:/@u‘l’\m(t) =0

for z # &' (all duplicated states reachable in the first phase are absorbing). We can

exclude these states explicitely from the summation and use the two homogeneous
MRMs M[~®] and M[-P V V]

Z HM<¢“5‘I’>(sup[)ss/: Z HM ﬁq>] HM[-@WI’]@ —t).

s'€SatM (W) z€SatM ()
One can also come to this formula applying renewal arguments [7].

¢ = YT, Using similar arguments as for SL until formulas and applying the
idea of a double computation like in case iii), the steady-state probabilities in the
inhomogeneous MRM can be a computed as follows.

1R NS | () vt

SS z8
2€Sat™M (®)

First the probabilities of reaching any ®-state by time inf /I = ¢ are computed in
M[=®]. These probabilities are multiplied by the steady-state probability of reaching
the goal state in M[-~® Vv V.

4.7.3 CSRL

i)

ii)

iii)

po=ou" v

[y:y]
At a given time t, the reward can only equal y, if y = p,« -t for at least one state s* and
the MRM has been in states with reward rate p; all the time. We can therefore code
the reward restriction into the structural formula. Introduce a new atomic proposition
®(t,y) which is assigned to the states that satisfy ® and have reward rate pg-. In the
until formula, the state formula ® is replaced by ®(t,r) which makes the reward
restriction dispensable. Thus, only a CSL formula has to be checked (cf. CSL i)):

Prob}(®U" W) = Prob (@ (t,y) U"W)

Z HM—@ty )

s/€Sat ()

o =oU {g?}]\lf Following the same line of argumentation as in CSL i), only the first

phase of the MRM M(® U’ W) is used. The joint distribution must consequently only
be evaluated in a homogeneous MRM. Different algorithms for the computation of the
joint probabilities TM (t, y) are presented in Chapter 5.

v =oU E;t(])o)‘ll This is almost the same case as ii). The only difference is that the

accumulated reward must be larger than y instead of at most y. Thus, the joint



56

4 Continuous stochastic reward logic — CSRL

iv)

vi)

vii)

viii)

ix)

probability of being in a W-state while having accumulated a reward greater than y is
employed.
Prob(s, CIDZ/IEZio)\II) = Z Tﬁj[@] (t,v)
s'€SatM (D)
Some of the algorithms in Chapter 5 are directly suitable for the computation of

M2

T (t,y), the other algorithms can be applied by observing that

T =M - M
po=oU EZﬂyﬂ\Il. Observe that
PrM@uIpr) {Xy =5V € (y1,00] | Xo = s}
= Prygour oy {Xe =8, Y: <o | Xo =8} = Pragouray {Xe = s, Vs <y | Xo = s}
=YLt ) = T ).
The probability measure is then

Proby(@ul! wy = 3" vl ) - T ).

Y1,Y2 ss’
s'€SatM ()

o =oU %8:2]\1!. For this CSRL until formula, only the second phase of the MRM
M(®ULT) is of importance (cf. CSL ii)). The joint probability of being in a W-state
and having accumulated not more than y reward at time ¢ is then computed by one
of the algorithms in Chapter 5.

(DUEZ’f}yQ]\II. For this type of CSRL until formulas, the MRM M(® UL V) is actually
inhomogeneous, but not with respect to timej but only with respect to reward. Suitable
algorithms for the computation of TM@MJ%(t,yg) are the discretisation algorithm
(Section 5.4) and the Markovian approximation (Section 5.5).
P ugo,t} :

y,00
in the interval [0, t] is pmax - t. It is consequently not necessary to consider the complete
reward interval (y, 00) but it can be replaced by (v, pmax - t):

Prob™ (s, ®U[ W) = Prob™ (s, ®U{" W),

(y,oo) (y7pmax't

V. Let pmax = maxges{ps}. The maximum reward that can be accumulated

The calculation then proceeds as in vi).

oU Etl’tﬂ . This formula leads to an MRM M(® UL W) that is both time and reward

y1,v2]
inhomogeneous. Algorithms for calculating YM@U5Y) (t2,y2) are the discretisation

algorithm (Section 5.4) and the Markovian approximation (Section 5.5).
dU E’;l ij%\lf The accumulated reward by time 5 is at most pyax - t2. We can therefore
restrict the computation to the reward interval (i, pmax - t2] and proceed like in viii).

Prob™ (s, ®U' W) = Prob™ (s, ®UI W),

(yvpmax T2
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4.8 Summary

In this chapter we recapitulated the logic CSRL [6] which allows us to express properties of
stochastic models involving time and reward. The difficulties in model checking formulas
of this logic are in the computation of the probability measure of paths satisfying a given
until formula. We showed how to construct a time- and reward-inhomogeneous MRM that
supports this measure. The measure can be determined by calculating the joint distribution
of state and accumulated reward in this inhomogeneous MRM. For many types of time and
reward intervals, computations in a homogeneous MRM are sufficient, or only the transient
or steady-state probabilities are of interest (without regarding the rewards). Numerical
algorithms for the joint distribution are the topic of the next chapter.






Chapter 5

Computation of the joint distribution
of state and accumulated reward

In Chapter 3 we derived a set of PDEs (3.10) that describes
To(t,y) =Pr{X; =5V, <y| Xy =s}, (5.1)

i.e., the joint distribution of state and accumulated reward (performability). A “solution”
for this set of PDEs is a set of integral equations that, however, is not really easier to solve
numerically than the PDEs. In Chapter 4 we showed that we need this joint distribution
(5.1) for model checking the until operator of the logic CSRL. Many algorithms for the
computation of the performability [73, 74]

Pr{Y; <y}

can be found in the literature; for an overview see [86, 104]. Most of them can be adapted
for the joint distribution (5.1) of state and accumulated reward. However, only a few of
these algorithms are generical enough to be applicable in the CSRL model checking context.
Early work was restricted to acyclic MRMs [17, 37, 41, 43]. Some algorithms for possibly
cyclic MRMs are based on Laplace transforms and are therefore restricted to MRMs with
very small state spaces [64, 98]. Others consider only availability models with two different
reward classes [31, 91, 94]. In this chapter we present five algorithms for the unrestricted
actual numerical computation of Y (¢, y).

Section 5.1 shows how the integral equations are numerically solved using Picard’s
method as proposed by Pattipati et al. [81, 82, 83]. In Section 5.2 we present an ana-
lytical uniformisation-based solution algorithm by Sericola [95]. In Section 5.3 we adapt
the algorithm of Qureshi & Sanders [86] (based on work of de Souza e Silva and Gail
[32]) for our purposes. It has already been used for CSRL model checking in [28]. The
discretisation approach of Tijms & Veldman is the topic of Section 5.4. The last algorithm
is the Markovian approximation by Haverkort et al., first published in [50]. The uniformi-
sation algorithm, discretisation and Markovian approximation were already exploited for
the joint distribution in homogeneous MRMs in [49]. Finally, we compare the results and
the performance of the algorithms in Section 5.6.

99
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5.1 Successive approximation (Picard’s method)

The integral equation

t
Tss’(tv y) = GQSStTSS’(Oa Y= pst) + / Z ersgﬁQsszs’(t -4,y — pSJL‘)dlL‘
0 z#£s
is the analytical solution of PDE (3.9) for the joint distribution of state and reward Yy (¢, y)
in a homogeneous MRM. Since Y (¢,y) appears on both sides of the equation, its actual
values have to be determined by a fixed point computation. One numerical algorithm (used
by Pattipati et al. [82] in this context) for fixed point computations is “Picard’s method”:
it generates a sequence of approximations ™) (t,y) that converges to the correct solution:

lim Y™ (t,y) = Y(ty).
The first approximation is given by
Tg? (t7 y) = eQSSths’(Ov Yy— Pst)

Note that T4y (0,y — pst) is known as initial value for the PDE. The subsequent approxi-
mations are computed using the integral equation:

t
Tizfl)(t y) = erstTS;)((], y—pst) + / Z eQ”xQSzTSZ? (t —x,y — psx)d.
0 z#£s
The iteration is terminated after a predefined number of steps N or if the change between
two subsequent iterations drops below a given accuracy threshold.

Each iteration step involves the evaluation of |S| — 1 integrals over the previous ap-
proximation of the joint distribution. The integration can only be performed numerically.
Different integration schemes are possible, for the sake of simplicity we restrict the descrip-
tion to the simple trapezoidal rule. The integration interval [0, ¢] is divided into subintervals
of size At. The integrals are then approximated by

t
T n L "
/ erS QSZT,(zS/) (t — I) y — psl’)dx = Qsz' <§T,(ZS/) <t7 y)
0

zs!

S
At

+ Z eQssitMtp () (t —iAt,y — psiAt)
i=1

1 n
L0,y psg) |

The integration scheme shows that it does not suffice just to compute Ty (¢,y) in each
iteration step, we need sample points Y,y (iAt, jAt), for i =0, , &, and j =0,--- , &
Actually we might also need sample points for negative values of j, but then the distribution
is zero anyway and we do not need to compute/store these values.

The multitude of numerical integrations plus the approximate nature of the outer iter-
ation make it impossible to indicate an estimation of the resulting numerical error for this

method.
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Space and time complexity

In each iteration step we have to consider |S|- (% + 1) - (£ + 1) sampling points. Two
successive versions of the sampling grid have to be stored, so the space requirement is two
times O(|S| -t -y - At™?). The smaller At is, that is, the finer the grid, the more space is
needed.

Each sampling point is the result of a sum of |S| — 1 numerically computed integrals
and one additional term; on the average we need %(A% + 1) sampling points of the previous
iteration for the evaluation of one of the integrals. Thus a new sampling point is computed
with time complexity O(|S| -t - At™!). For N iterations, the overall time complexity is
then O(N - |S|?-t? -y - At~3). The algorithm always computes a complete column of the
matrix Y (¢,y). If we need all entries of the matrix, the time complexity becomes cubic in
the number of states.

5.2 Analytical solution by uniformisation

Sericola [95] derives a uniformisation-based solution of the system of partial differential
equations that describes the complementary joint distribution of state and accumulated
reward Yoo (t,y) = Pr{X, =Y, >r | Xy =s} for an MRM. His approach is suitable
for homogeneous MRMs. When using uniformisation for the computation of the transient
distribution (cf. Section 3.2) we condition on the number of steps in the uniformised Markov
chain. Sericola does not only condition Y (t,y) on the number of steps n, but also on
the number k of transitions that happen before a certain threshold y;, (see below) and the
reward bound y, as follows:

Tott) = S0 Y ()i - mcnm, (5:2)

k=0

where y, = L= for y € [rp_1t,mpt), and (Z)y,’f(l — 9,)" % is the probability that

rpt—rp_1t?
exactly k of the n transitions have happened by time %ﬁ;lt

The value of C’S(Z) (n, k) is then the complementary distribution Y,y (¢,y) conditioned
on n and k. We describe the recursive computation of C’S(g,)(n, k) in the following.

Let rg,--- ,rx be the K + 1 different values that appear in the reward vector p of the
MRM, ordered in such a way that ro < ry < -+ <rg_; < rg. Without loss of generality,
we assume that rq = 0. If 7o > 0, we can decrease all reward rates by rq and compute
Y. (t,y — rot) instead. The initial values for the recursion are given by

Cs(i’) (nv 0) = (Un)SS’ ,forn > 0 and py > (5.3)
and

Cs(g)(n,n) =0, forn>0and py < rg. (5.4)
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For the recursion, there are two pairs of equations:

Cs(zs)/(n, 0) = C’s(i/_l)(n, n), for 1 <i < K and py > 1y, (5.5)
COn,n) = C5V(n,0), for 0<i< K and py < ;. (5.6)
and
k) = L= 0Ok~ 1)+ LSOO (- 1k - 1)U,
Pst — Ti—1 Ps’ — Ti-1 Yes
for 1 <k<n,1<i<K and py > 1y, (5.7)
O k) = =L OOk + 1)+ SN 000 — 1, k),
Ty — Ps’ Ty — Ps veS
for 0 <k<n,1<i<Kand py <r;. (5.8)

All coefficients in the recurrence equations are real numbers between 0 and 1; the coeffi-
cients in a single equation always add up to 1. Consequently, the recursion only deals with
sums and products of real numbers between 0 and 1 and is therefore numerically stable.

Using uniformisation, it is not possible to evaluate the complete infinite sum (5.2).
It has to be cut at some N € N. The error induced by this truncation is bounded by
e =1-N PP(\t,n), exactly as it was the case for the computation of the transient
distribution.

Example 25. Consider the CSRL path formula empty U {8:(5)]'5](—|intact) and the example

MRM (Section 2.9). For the computation of he probability measure for the path formula we
have to compute the joint probability in the transformed MRM M|[(—empty) V (—intact)]
where states 2 and 3 are made absorbing. This MRM has K + 1 = 3 distinct rewards.
They are ordered such that

ro = p2=p3=0
<r = p1:20
<Ty = p0:50

form the three reward classes. The states are reordered accordingly. For the formula
emptyu%g’g]'g’](—'intact) we have that y € [r-0.5,71-0.5), and y, = 552%— = 1. Figure

5.1 shows graphically how the recursion for the Cs(?/ (n, k) proceeds for n = 0,...,4, and a
fixed starting state s. The superscript 7 ranges from 1 to K = 2. Each cube corresponds
to one C’S(?, (n, k)-value. For each i and n there are n - |S| values, hence, the graphical

representation resembles a staircase. The block of Cs(?/ (n, k) is depicted twice (one above
the other) for each ¢, from different perspectives, in order to better illustrate the recursion.

The grey cubes are initialised using (5.3) (for ¢ = 1) and (5.4) (for i = K = 2). Arrows
between the blocks for different ¢ show the relations given by (5.5) and (5.6). The arrows
have to be duplicated for those cubes in a block that are not shaded black. Finally, arrows
within a block show how the recursions given in (5.7) and (5.8) proceed. Any arrow with a
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tick at its end ([ or T_,) indicates that all cubes behind are also involved in the computation,
because we have to sum over all states. Again, the arrows have to be duplicated for the

non-black cubes. O
i=1 1 =2
s' =3 s' =3 Ly
5'2-’ 5’2-’
T e
- s’ = -
-’-
k=41 44 ’. k=41 44 ’-’
g TLD ‘ g THE -’-
141 44 () 141 1¢ ’-’
k=9 | Jj] DY | ’ PR | J] HDY | -’-
441441 44 {__/ 441441 44 ’-’
41441 1¢1 114 141441 241 44 ’
L —ol T | E—o T
n=4n=3n=2n = 1n=0 n=4n=3n=2n =1n=0
s' =0 Ay s' =0 4
s’l-’ s'=1 ’
5'53:2 ’- /5;2 .’
.‘ s’ =
-
/)
— - — -
el L
— - - — R e
n=2 T - n=2 Tl ’
R ARAR NS LV Vv
(¢l ¢l (L ¢l ¢l ¢
n=4 ;4-—{4-—;4-— R n=4 {4-—;4-—{4-—;4-—
k=0k=1k=2k=3k=4 k=0k=1k=2k=3k=4

Figure 5.1: Graphical representation of the recursion for C' S(?,(n, k) for the computation of
T,s(0.5,5) for the illustrating example

Space and time complexity

The matrices C®(n, k) have to be stored for two subsequent iterations, that is, for n — 1
and n. The superscript ¢ ranges from 1 to K, k ranges from 0 to n. Hence, in each iteration
we have (n+ 1) - K matrices of size |S|?. The total number of iterations is in O(A¢) and so
the space complexity is O(At - K - |S]?). Note that in the worst case the number of reward
classes is K + 1 = |95].
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In each iteration the matrices C®(n, k) are computed via (5.7) and (5.8), and for each
entry we need |S|+1 multiplications. This gives us an overall time complexity of O(\t-|S|?)
for computing the complete matrix Y (¢, y).

5.3 Path exploration

In this section we present a second uniformisation-based method, also only suitable for
homogeneous MRMs. It is based on the work of Qureshi and Sanders [85, 86] and has
already been used in the CSRL model checking context in [62, 26]. The joint distribution
Y (¢,y) is not conditioned on the number of steps taken until time ¢ but on the precise
path taken up to this time.

Recall from Section 3.2 that o = (sg, -+, s,) € uPath is a so-called uniformised path
of length n. Its probability is given by P(o) = Ugys, - - - - Us, ,s,- In Section 3.2 one way
to derive the transient probabilities was to condition on all possible uniformised paths.
The joint probability of state and accumulated reward Yy (t,y) can also be computed
conditioned on paths:

Yo(t,y) =Y PP(M,n) - Plo|Zy=s) -Pr{Z,=+¢,Y,<y|o} (5.9)

n=0 o € uPath
lo| =n
=> PP(\t,;n) - > P(o)-Pr{Y,<y|o}. (5.10)
n=0 o € uPath
lo| =n
first(o) = s

last(c) = &

Following this expression, we consider the uniformised paths that start in s and end in
s’, calculate the reward distribution conditioned on each of these paths and compute the
weighted sum of all conditioned probabilities. Two questions arise with this approach:

i) How do we calculate the conditional reward distribution?

ii) Is it possible to consider all relevant uniformised paths?

The two issues are addressed in the following two sections.

5.3.1 The conditional reward distribution

The state space of the MRM M can be divided into K +1 distinct reward classes. Without
loss of generality, the reward classes are ordered such that

ro>1T9 > ... >1rK > 0.
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Note that in contrast to the approach by Sericola presented in the previous section, the
reward rates are ordered in descending order. For the computation of Pr{Y; <y | o} it is
not necessary to consider the complete information contained in the path ¢ but one only
has to know how many epochs of the uniformised path have been spent in each of the
reward classes. A vector k = (ky, ..., kx) recording these visit counts is called a colouring.
The value k; indicates the number of epochs the MRM has spent in states of reward class
1. The term colouring stems from the idea of assigning the same colour to states with
identical reward rate [34]. We denote the colouring deduced directly from a uniformised
path ¢ as k(o) and have

Pr{Yi <y o} =Pr{¥i <y k(o).
It has been shown [90, 33| that

K-1
Pr{Y, <y|k}="Pr {Z(Tz = Tit1) * Vi tothy) < y'}
i=1
where V(yy,..., V(s> 1, are the order statistics from a set of independent and identically
distributed random variables, uniform on [0, 1], and y’ = ¥ — rg.

Thus, the computation of the distribution of Y; given a colouring k boils down to the
computation of the distribution of a linear combination of uniform order statistics.

We are aware of 3 methods for the calculation of this type of distribution. The ap-
proaches of Weisberg [107] and Matsunawa [71] use involved computations and tend to be
numerically unstable. The recently proposed method of Diniz et al. [36] is based on a very
simple recursion scheme and is numerically stable. It is therefore the only one presented
here. The probability under consideration is abbreviated as

K-1
T(y' | k) =Pr{Y, <y|k}=Pr {Z(ﬁ = Tit1) Vil otk < y’} .
i=1
Let G = max;{r; > ¥} be the highest index of a reward class with a rate greater than

Y. The colouring k = (ky, ..., kg) is divided into two sub-vectors kg = (ki, ..., kg) and

k;, = (kgi1,- -, kK).

Initial values for the recursion are defined if either all entries of k¢ are zero (||kg|| = 0)
or all entries of ky, are zero (||k.|| = 0), but not both. If ||kg|| = 0, the Markov chain has
only visited states with a reward rate at most ¥, so the probability for having accumulated
at most r reward at time ¢ is 1. By a similar argument, the probability is 0 if the Markov

y

chain has only visited states with a reward rate greater than %. Thus, we have

C (1 kel =0 and k| > 0,
T(y' [ k) = { 0. [kel| > 0 and ks = 0.

In case ||kg|| > 0 and | k.|| > 0, we can choose any ¢ € {1,...,G} with k; > 0 and
je{G+1,...,K} with k; > 0 and find the recursion
ri—y y -
119 = (B2 )t k- (C2E) x k) G
Ty —7T; Ty —T;
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where 1p;) is a vector of length K with value 1 at position 7 and zeros at all other positions.
An important property of (5.11) is that the coefficients satisfy

/ / / /
T —Tj T —Tj T —Tj r; —Tj

because r; > y > r;. Hence, the recursion only deals with sums and products of real
numbers between 0 and 1 which makes it numerically stable.

The recursion (5.11) is also suitable to compute the complementary distribution Pr{Y; > r | k}
by simply interchanging the initial conditions.

Example 26. Consider the transformed MRM, M|[(—empty)V (—intact)] which has K +
1 = 3 reward classes. We have r; = 50 (state 0), ro = 20 (state 1), 73 = 0 (states 2 and 3).
For the uniformised path

c=0—-1—-0—-1—-0—3

the colouring is k(o) = (3,2,1). Using the algorithm of Diniz et al. for the computation

yields
Pr {Yyss < 10 | k(o)} = T (% Y k(a)) —T(40 (3,2, 1)),

Table 5.1 shows how the computation proceeds. Each cell contains a colouring k split into
entries for rewards greater and lower or equal to 40, and the corresponding Y (40 | k).
The values of the first row and column are fixed by the initial conditions. The arrows
indicate which cells are needed to compute the next value recursively. Following an arrow
downwards, an entry of a reward class with reward rate greater than 40 is added to the
colouring. Following an arrow to the right, an entry of a reward class with a reward rate
lower or equal to 40 is added.

The rightmost cell in the last row contains the colouring k(o) = ((3)(2,1)) and its
corresponding T (40 | k(¢)). Note that this is not the only possibility of constructing the
recursion for Y(40 | k(o)). It resulted by always increasing the smallest possible class
index. Other schemes apply as well.

Complexity and implementation issues

Following the graphical representation of the recursion of Example 26, one can easily see
that is suffices to store two rows of the recursion grid. Each row has |kz|| 4 1 entries, thus,
the space requirement is O(||k.||). The computation of each inner entry in the grid requires
two multiplications. Since there are ||kg|| + 1 rows we have an overall time complexity of
O(|lke|| - IIke]])- Note that [|kgl|, [[ko| < |o| +1 < N + 1. A coarser term for the time
complexity is therefore O(N?).

If || ke|| < ||kz|| one can also proceed columnwise in order to reduce the space require-
ment. The coefficients in the recursion do not depend on the colouring, so we precompute
them if we want to compute the reward distribution for several colourings.
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(0)(1,0)) — ((0)(2,0)) — ((0)(2,1))
! l l
(1©0,0) | — (1)(1,0)) — ((1)(Z,0) — (1)(21))
! l l
(2)(0,0)) | — ((2)(1,0)) — ((2)(2,0)) — ((2)(2,1))
! l l
(3)(0,0) | — ((3)(1,0)) — (3)(2,0)) — (B)(21)) 0

Table 5.1: The Diniz recursion for the computation of Y(40](3,2,1))

5.3.2 Which paths to explore?

We now concentrate on the answer to the second question: can we consider all relevant
uniformised paths?

The set of all uniformised paths starting in s and ending in s’ in (5.9) is partitioned
according to the number of steps (the length) within a path. For a fixed starting state s
there is exactly one uniformised path with 0 steps, namely s itself. The starting state has
up to |\S| successor states, so there are O(|S|) uniformised paths of length 1. Repeating
this argument, there are O(|S|") uniformised paths of length n. The total number of paths
is of course infinite, but even if we take into account only paths up to a given length N,
the number grows exponentially with N. Hence, the consideration of all paths in (5.9) is
infeasible.

The probability P(c) of a uniformised path is used in (5.9) as a weight for the con-
ditional reward distribution. Qureshi and Sanders [86] introduce a threshold w € (0, 1)
for P(o): only if P(0) > w, the path o is included in the summation. Additionally, a
maximum length N is fixed for the uniformised paths. Define the set of uniformised paths
of length n that are actually considered for the computation as

Considered(s, s',w,n) := {o € uPath | first(c) = s, last(c) = s', P(0) > w and |o| = n}

This leads to the following approximation for the reward distribution:

To(ty) = > PP(Atn) - > P(o) - Pr{Y; <y|k(o)}. (5.12)

o€ Considered(s,s’,w,n)

For the calculation of (5.12), all paths contained in one of the sets Considered(s, s’, w, n) for
n =20,..., N, have to be generated one by one. Algorithm 1 shows a simple way to perform
this computation. The set Paths contains the uniformised paths that have to be explored
further. As long as there are such paths, one is chosen and we check whether it belongs to
the set of relevant paths Considered(s, s’,w,n). If this is the case, the accumulated reward
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weighted by the probability of the path is added to the probability of interest (Prob).
Even if the path itself is not to be considered, it is prolonged by one state as long as its
probability is above the threshold and it is not too long. The resulting paths are included
in the set of paths.

Algorithm 1 Compute Prob = Y. (¢,y) via path exploration

Prob =0
Error =0
Paths = {s}

while Paths # @ do
choose o € Paths
Paths := Paths\{o}
if (P(0) > w) and (Jo| < N) then
if (last(o) = ') then
Prob += PP(\t, |o|) - P(o) - Pr{Y; <y | k(o)}
end if
for all (s’ € S) do
insert (o o s') into Paths
end for
else
Error += (1 - Z‘ni_ol PP()\t, n)) - P(0o)
end if
end while

Error bound

Algorithm 1 also illustrates how an error bound Error for the approximation is determined.
Whenever a path ¢ is discarded because its probability is too small (P(0) < w) or it is
too long (|o| > N), the probability mass of ¢ and all prolongations of ¢ is lost for the
computation. Not all of these lost paths would actually contribute to the infinite sum.
Thus, the error E(o) introduced by discarding a uniformised path o is bound by

E(o) < Z PP(\t,n) Z P(o")-Pr{Y,<r|o}
n=lo| o’ € uPath GE{H
0’| =n
o is prefix of o

/

< f: PP(At,n) - P(o)
n=1o]
o1

= (1= PP(Mt,n) | - P(o)

n=0
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The second line follows because the probability mass of all possible prolongations of the
same length of a path o is exactly P(o) (no probability is “lost” when making further steps).
The sum of this expression over all paths discarded in the course of the algorithm then
gives a valid bound for the error. It can not be computed a priori but only simultaneously
with the path generation.

Implementation issues

Different paths might lead to the same colouring and, hence, to the same conditional
distribution of state and reward. In an implementation of Algorithm 1 it is, consequently,
sensible to generate all relevant paths first and to store only the corresponding colourings
together with the accumulated probability of all uniformised path with the same colouring.
In the course of the path generation it is not necessary to keep track of the complete path
but only of the last state and the probability measure. The generation of paths with
probability 0 can easily be avoided. The organisation of the data structure representing
the set of paths determines whether paths are generated in a breadth-first or depth-first
manner.

For CSRL model checking, we often deal with the case that we have a single goal state
and want to know the distribution for all possible starting states. This is most efficiently
done by generating the path backwards, starting at the goal state.

It is not reasonable to indicate the complexity of the overall algorithm. The number of
paths explored is potentially exponential, but the exploration is restricted by the weight
w and the maximal path length N. The complexity of the Diniz algorithm was explained
in Section 5.3.1.

5.4 Discretisation

Many general purpose numerical solution methods for ODEs and PDEs are based on the
idea of discretising the continuous parameters. Tijms and Veldman published an approxi-
mate discretisation algorithm for the computation of Y (¢,y) that uses the same step size
A for both time and accumulated reward [102]. In [51] this algorithm was extended to deal
with time-inhomogeneous MRMs. Here we apply it to time- and reward-inhomogeneous
MRMs. Like any distribution, Yy (¢,y) is a definite integral over the corresponding den-
sity:

y
Tssl(t,y):/ Usg (T, x)dx. (5.13)
0

For fixed t > 0 and step size A we can use the rectangular approximation:

Y
A

Tow(ty) Y va(t,j- A)A (5.14)
j=1
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For A — 0 we obtain again (5.13). Other approximation schemes, e.g. trapezoid, are
possible.

We discretise the time up to t and the accumulated reward up to y in steps of size A and
consider the density at times 0, A, - - - ,iA, and for accumulated rewards 0, A,---, XA.
The densities v,y (7,2) are also not determined exactly but approximated by v, (7, )
assuming that at most one transition has occurred in a time interval of length A. The
possibility that two or more transitions occur is neglected. This is a reasonable assumption
if A is small. The initial values for 7 = 0 are given by

1

Ui/(O,x) - { gj

Only if s = ¢’ and = = 0 the approximate density can be positive at time 0. Since it is a
derivative we have to fit it to the step size A.

By assuming that either no transition or exactly one transition has occurred in the time
interval [1,7 + A), the quantity v2, (7 + A, z) can be recursively calculated as follows.

VA (T A x) = 08 (T2 — pe(T,2)A) - (1 + Qo (1,2 — pu(T,2)A) - A)
+ 3 vR(rw = pu(r,2)A) - Quu(T, 3 — py(T,7)A) - A, (5.15)
z#£s!
Note that this is the forward version of (3.8) adapted for inhomogeneous MRMs where the
negligible term o(A) for the probability of more than one transition is omitted. We also
have to approximate the parameters of the generator and the reward vector. We use p(T, z)
(even though the accumulated reward at time 7 is actually smaller, but we do not known by

what amount) and instantiate the generator with the resulting reward: Q(7,x — py (7, 2)).
For the homogeneous case, (5.15) reduces to

v (T4 A x) =08 (T — peA) - (14 Que) + Z VA(T, . — peA) - QL.
z#£s!

s=¢and x =0,
otherwise.

With the above recursion we automatically have to compute a complete row of the matrix
Y (t¢,y). Using the backward equation for homogeneous MRMs (3.8), we obtain a complete
column of Y (t,y):

VR A z) = (14 Qo) - 02 (1,2 — psA) + Z Qs AV2 (T, 2 — p,A). (5.16)

z#£s
The recursions only work if (1+Qss(7, )A) and (Qs. (7, z)A) are indeed probabilities, that
is, if A is small enough. This is the case for any state s’ if A < —ﬁ for all s € S and

QSS
all 7 and = [100, p. 31]. No error bound is known for this method.

Implementation issues

In an implementation of (5.15) we replace 7 and z by integers. The discrete time i €
{0,1,..., i} corresponds to real time iA. The discrete reward j € {0,1,..., %} corre-
sponds to true accumulated reward jA. To remain inside the discrete time and reward
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grid when applying (5.15), the reward rates have to be integers as well. As long as the
reward rates of the MRM are rational this can be achieved by scaling reward rates and
reward bound y by the same number, hence, it is not really a restriction.

We iterate over the discretised time steps, in each iteration the values v2, (i, j) for all
states z and reward bounds j are computed using (5.15). Finally, the Ufs,(i, j) are added
according to (5.14) to obtain Yy (¢, y).

Space and time complexity

Each vector v®(4,7) consists of |S| real numbers and for a fixed ¢ there are 4 + 1 such
vectors. It is not necessary to store the vectors v (i, j) for all i; for each iteration only the
previous version (for i« — 1) is needed. Thus, the space requirement is two times O(|S|X).
In total there are i iterations for the time parameter i, whereas there are % + 1 inner
iterations for the reward parameter j. For each of the |S| entries in the vector v2(i, j),
O(|S]) multiplications and summations have to be performed. In total this leads to a time
complexity of O(|S|?-t-y- A™?) for the computation of one column of the matrix Y (¢, ).
The calculation of the complete matrix is cubic in the number of states.

The accuracy of this discretisation algorithm increases with decreasing A. Unfortu-
nately, time complexity grows by a power of 2 with decreasing A, leading quickly to infea-
sible run times. The time complexity derived here does not agree with the time complexity
reported in [102]. However, it reflects the way we implemented the algorithm.

5.5 Fully Markovian approximation

The last algorithm we present in this chapter is an approximation for the joint distribution
of state and accumulated reward that is based on the transient solution of a derived time-
inhomogeneous CTMC, i.e., no rewards are involved. It was first published in [50].

The joint distribution of state and accumulated reward,

T.o(t,y) = Pr{X;=¢5YV;<y|Xo=s} = Pr{X,=¢,Y,€[0,y]|Xo=s}
can be rewritten by summing over evenly-sized subintervals of the reward interval [0, y]:

21
Tow(ty) = Pri{X,=5Y, €0, Ay} + > Pr{X,=5.Y€ (jAy,(j+1)Ay]}.

J=1

We want to approximate the terms Pr{X, = ¢, Y; € (jAy, (j + 1)Ay]} in such a way that
the computation is done for a pure CTMC (without rewards). Recall that an MRM M
can be seen as having an infinite and uncountable state space S x R>q. A joint state then
(s,y) indicates that the CTMC part of the MRM is in state s and that the accumulated
reward is y. For our approximation, we break down the uncountable state space to an
infinite but countable one. Let C*(t) = (S x N;R>(¢)) be a time-inhomogeneous CTMC
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with infinite state space S x N. The probability of being in state (s, j) is then the desired
approximation:
‘ . coo(t
Pr'{X, = 5,Y, € (jAy, (j + 1)Ay] | Xo = s} = H(&O()()S,J)(t).

The rate matrix R*>°(¢) must contain transitions from one reward level jAy to the next
reward level (j + 1)Ay. The rate at which reward is accumulated in a state s in the
original MRM is ps(¢,y). The natural choice for the rate of accumulating Ay reward, that
is, reaching the next reward level, is W. Transitions between states at the same
reward levels are transfered from the original MRM.

Rs,s’<t7i ' Ay>7 1= j7
foe) s ,ZA . .
Ry p(t) = 4 25020, s=s"and j=i+1,
0, otherwise.

The rate matrix R*°(¢) has a block structure consisting of the original rate matrix R(¢,y)
and the matrix D(¢,y)/Ay, where D is the diagonal matrix arising from the reward vector

p(t,y).

R(¢t,0) D(¢,0)/Ay 0 e
0 R(t,Ay) D(t,Ay)/Ay 0
R(t) — 0 0 R(t,2Ay) D(t,2Ay)/Ay
0 0 0 R(t,3Ay)
0 0 0 0

The infinite CTMC is a time-inhomogeneous quasi-birth process (a subclass of quasi-birth-
death processes [79]). Transitions are only possible within a level (matrix R(t,7 - Ay) or
to the next higher level (matrix D(¢,i - Ay)/Ay).

Following the above procedure, we constructed a fully Markovian model in order to ap-
proximate the joint distribution of state and reward in an MRM. The time it takes to jump
from one reward level i to the next is exponentially distributed with rate p4(t,iAy)/Ay.
Thus, the rate at which the reward level changes is %ify) - Ay = ps(t,iAy), independent
of Ay. By letting Ay — 0, the fully Markovian model crossfades into the original MRM.
For reasonably small Ay it should give us a decent approximation.

The transient probabilities H(Csz()t()s/,j)(t) needed for the approximation can efficiently be
computed using uniformisation even though the CTMC C* has infinite state space [89, 88]
if the QBD is homogeneous. As long as the time-inhomogeneity is restricted to a single
point in time, double uniformisation can be employed to obtain the transient probabilities
(cf. Section 4.7.2).

We are not able to indicate the error introduced by this approximation. Of course, the
approximation will get more accurate for smaller Ay. The accuracy is also influenced by
the error bound used for computing the transient probabilities using uniformisation.
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Example 27. The generator matrix R®® for the second phase of the example MRM

M <empty UL (—|intact)>

[20,50]

(cf. Figure 4.1(b)) for the Markovian approximation with a step size Ay = 0.1 is composed
of the rate matrix

03 610
20000
R&»=]100000
00 0O00O0
00000
and the diagonal matrix
500 0
200
D® —

o O o oo
o O O O o
o O O O o

Space and time complexity

The submatrices of the uniformised generator U*(t) are stored independently in a sparse
way, thus the space requirement here is O(|S|?). If we want to compute Y(¢,y), the
entries L0y ), for j =0,..., Aiy, are of interest, so only fractions of IT and U" of size
S|+ (25 +1)|5] have to be stored. The space requirement O(|S|?-yAy=1) grows for smaller
Ay. Each row or column in the uniformised generator has at most |S| + 1 entries, hence,
the matrix/matrix multiplication in each step requires at most |S |2Aiy -S| = |S]? - e
multiplications. The number of iterations needed depends on the uniformisation constant
and the time ¢. The uniformisation constant in turn is a linear function of Ay~'. The
overall time complexity is then O(Ay~t-[S|?-y-Ay™1) = O(t-|S|]?-y- Ay~2). If we only
want to compute a single entry (or a column) of the matrix Y (¢,y), the time complexity
is quadratic in the number of states.

5.6 Discussion and Comparison

Table 5.2 gives an overview of the space and time complexity of the different algorithms.
We omit the path exploration because its complexity is theoretically exponential in the
number of transitions allowed in the paths. For fair comparison, we stated the complexity
for the computation of all entries of the matrix Y (¢,y) and not only for a single row or
column. As one can easily see, all algorithms have a space complexity that is quadratic
and a time complexity that is cubic in the number of states. Note, that the discretisation
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space time
Picard’s method O(SP?-t-y-At72) O(|S]P-N-t?-y-At73)
Uniformisation O(S]2-X-t-K) O(|S]? - (A)?)
Discretisation O(S]?-y-A™Y O(SPP-t-y-A?%)
Markovian approximation O(|S|*-y-Ay™')  O(S]P-t-y-Ay~?)

Table 5.2: Space and time complexity of the algorithms when computing the complete
matrix Y (¢,y)

algorithm and the Markovian approximation have the same complexity with respect to
their discretisation parameters.

We apply the presented algorithm to the computation of the probability measure for until
formulas empty U’ (—intact) in the illustrating example. We have to calculate the joint
distribution in the transformed (possibly inhomogeneous) MRM M (empty U/ (—intact)).

In Section 5.6.1 we visualise the joint probability for different I = [0,¢] and [0,y]
(Section 5.6.1). In Section 5.6.2 we then compare the results of the five algorithms for four
selected pairs of intervals I = [0,¢] and J = [0, y|, that is, we compute the joint distribution
in the homogeneous MRM M|[(—empty) V (—intact)]. We restrict ourselves to starting
states 0 and 1, since the joint probability of reaching absorbing state 3 from itself (before
time t and reward y) is always one and state 3 is never reachable from absorbing state 2.

Subsequently, the scaling of the algorithms with the size of the state space is discussed
in Section 5.6.4. The inhomogeneous case is treated in Section 5.6.3, where we compare
the discretisation algorithm and the Markovian approximation.

5.6.1 Visualisation of the joint distribution

Figure 5.2(a) shows the probability Yo3(¢,y) of being in the goal state 3 at time ¢ with
an accumulated reward of at most y, having started in state 0 of MRM M|(—empty) V
(—intact)], as computed with the uniformisation algorithm by Sericola (cf. Section 5.2).

{8:3] (—intact)).

For t = 0, the joint probability is zero because it is not possible to reach another state.
The same is true for y = 0, since after a positive amount of time spent in state 0, the
accumulated reward is greater than 0 because state 0 has a positive reward rate. The more
time is available, the larger is the probability of reaching another state. Therefore the joint
probability grows with ¢. It also grows with y, since it is more probable to stay below a
higher bound y. The joint probability for y is bound by the transient probability Ig3(¢).
Figure 5.2(b) shows YT13(¢,y) The same explanation applies as for To3(¢,y). Note that we
considered different ranges for time and reward.

This probability equals Probé\/t(emptyu
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Yos(t,y)

(a) starting from state 0

(b) starting from state 1

Figure 5.2: The joint probability of being in state 3 at time ¢, having accumulated at most

y reward
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5.6.2 Homogeneous MRMs

In the following we concentrate on four time- and reward-bound pairs: (0.5,5), (0.5, 50),
(10,5), and (10,50). They are chosen such that we have all combination of a small and
a big time bound and a small and big reward bound. We apply the different algorithms
and compute Yo3(t,y) and Yi3(¢,y) for each of these pairs in the MRM M[(—empty) V
(—intact)]. We study the behaviour of the algorithms with respect to accuracy and run
time.

For all algorithms we used prototype C++ implementations that operate on the same
representation of the MRM. All experiments described in the following were performed on
a PC with a Pentium 4 CPU at 3 GHz, 1 GB of main memory running Linux.

If no error bound can be computed for the results of an algorithm, the relative error with
respect to the result of the uniformisation-based algorithm (cf. Section 5.2) is indicated.
We start with the two algorithms where an error bound can be computed: uniformisation
and path generation.

Uniformisation (Section 5.2)

For the uniformisation algorithm we can fix an error bound a priori. We performed the
computations for an accuracy € of 1072, 107° and 10~!°. In Table 5.3 we present the
results; it has four parts, one for each time/reward pair. In each line there is the predefined
accuracy €, the number of steps required to reach this accuracy N, the numerical results of
the algorithm and the run time (user time) in seconds. The accuracy and the time bound
influence N (see also Section 3.2), the number of iterations needed. The reward bound
plays no role when determining N; the number of iterations is the same if the time bound
remains unchanged. We underline the digits that are known to be correct, for an accuracy
of 1072 this is only the first digit after the decimal point, for 107 the first four digits are
correct, and so on. The run time for this small example is reasonable, it stays far below
one second.

Path exploration (Section 5.3)

With path exploration, an error bound can only be determined a posteriori. In Table 5.4 we
list the result of this algorithm. For each time/reward pair we fixed different path weights
w and accuracy parameters ¢ for the involved Poisson probabilities. The table shows
the number of colourings |K| that are considered, the numerical results, the computed
error bound Error and the run time in seconds. The reward bound has no influence on
the number of colourings, which is proportional to ¢, w~=! and e~!. The correct digits are
underlined. We see that a reasonable error bound Error requires a small w and leads to run
times that are higher than the ones needed by the uniformisation algorithm. For ¢t = 10 the
error bound is quite coarse but comparing the results with the ones of the uniformisation
algorithm shows that the results are actually quite accurate. A more acceptable error
bound could not be obtained within reasonable time.
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Y03(0.5,5)

Y13(0.5,5)

run time

1072
1075
1071

11
17
25

0.0634002274
0.0639407262
0.0639413167

0.0082920545
0.0084704560
0.0084707325

0.001
0.002
0.004

Y03(0.5, 50)

Y13(0.5,50)

run time

1072
1075
1071

11
17
25

0.1065953160
0.1072623268
0.1072630269

0.0335501655
0.0339827871
0.0339833323

0.000
0.001
0.003

T03(10,5)

T115(10,5)

run time

10~2
10-°
10~10

124
145
170

0.0632945352
0.0639405532
0.0639413167

0.0083605116
0.0084705817
0.0084707325

0.096
0.133
0.181

€

T03(10, 50)

Y13(10, 50)

run time

1072
107°
10710

124
145
170

0.1296541394
0.1308401437
0.1308414677

0.1081752880
0.1092426524
0.1092438819

0.096
0.132
0.181

Table 5.3: Results for the uniformisation algorithm by Sericola
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w € |[K| 7Y03(0.5,5) 115(0.5,5) Error run time
1075 1072 151  0.0634002249 0.0082919730 0.0164576091 0.014
107 382  0.0639407215 0.0084703406 0.0000755217 0.019
10710 858  0.0639413120 0.0084706168 0.0000511579 0.036
10719 1072 173 0.0634002274 0.0082920545 0.0164164853 0.014
107 521  0.0639407262 0.0084704560 0.0000244115 0.048
10710 1321 0.0639413167 0.0084707325 0.0000000002 1.438
w € |K|  Yo03(0.5,50)  Y1313(0.5,50) Error run time
1075 1072 151 0.1065921777 0.0335279648 0.0164576091 0.013
10~ 382  0.1072584800 0.0339573909 0.0000755217 0.018
10710 858  0.1072591776 0.0339579258 0.0000511579 0.035
10710 1072 173 0.1065953160 0.0335501655 0.0164164853 0.014
10~ 521  0.1072623268 0.0339827871 0.0000244115 0.042
10719 1321 0.1072630269 0.0339833323 0.0000000002 1.444
w € | K| T03(10,5) T15(10,5) Error run time
10~ 1072 13757 0.0632945307 0.0083603996 0.2250183464 5.231
10~° 16781 0.0639405485 0.0084704660 0.2109555759 7.704
10710 20381 0.0639405485 0.0084704660 0.2109376686 11.268
w € |K| To3(10,50) T115(10,50) Error run time
10~° 1072 13757 0.1289257945 0.1056186394 0.2250183464 5.266
107® 16781 0.1300958127 0.1066454514 0.2109555759 7.601
10710 20381 0.1300971095 0.1066466198 0.2109376686 11.380

Table 5.4: Results for path exploration
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Picard’s method (Section 5.1)

Table 5.5 shows the results for Picard’s method of successive approximations. For different
step sizes At, we show N, the number of iterations needed, the resulting probabilities
To3(t,y) and Yy3(t,y), the corresponding relative errors Fy and Fj, and the run time.
Correct digits of the resulting values are again underlined. In all computations the iteration
is stopped when the first 10 digits after the decimal points remain unchanged. The relative
error is determined with respect to the results of the uniformisation algorithm.

The results computed by Picard’s method are not very accurate. The relative errors
are in general larger than 1%, even for small step sizes. The run time grows with ¢ and y
since they influence the number of sample points. The algorithm is cubic in the inverse of
the step size, At~!. The number of iterations only decreases marginally for decreasing A,
hence, the run time grows roughly with a factor 22 = 8 when halving the step size At. To

sum up, Picard’s method is slow and gives inaccurate results.

At N  7Yo3(0.5,5) Ey T13(0.5,5) E, run time
0.1 12 0.0516995415 0.1914532862 0.0113302765 0.3375793042 0.012
0.05 11 0.0562477531 0.1203222577 0.0086931856 0.0262613820 0.068
0.025 11 0.0596981944 0.0663596326 0.0083576872 0.0133453959 0.455
0.0125 10 0.0617198406 0.0347424193 0.0083563562 0.0135025256 3.656
0.00625 10 0.0628055044 0.0177633543 0.0083988701 0.0084836096 29.432
At N  Ty3(0.5,50)  Ey Y13(0.5,50) E; run time
0.1 15 0.1144351244 0.0668645822 0.0321329463 0.0544498092 0.163
0.05 13 0.1083912247 0.0105180493 0.0317329274 0.0662208410 1.062
0.025 13 0.1071863011 0.0007153056 0.0325110439 0.0433238360 8.454
0.0125 13 0.1070615226 0.0018786003 0.0331580871 0.0242838202 68.364
At N  To3(10,5) Ey T13(10,5) E, run time
0.1 12 0.0516995415 0.1914532862 0.0113302765 0.3375793041 2.504
0.05 11 0.0562477531 0.1203222577 0.0086931856 0.0262613819 18.523
0.025 10 0.0596981944 0.0663596325 0.0083576872 0.0133453960 138.352
At N  To3(10,50) Ey T13(10,50) E, run time
0.1 20 0.1455457258 0.1123822470 0.1212599414 0.1099929751 49.196
0.05 19 0.1344429393 0.0275254606 0.1121085741 0.0262229081 378.298

Table 5.5: Results for Picard’s method of successive approximations
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Discretisation (Section 5.4)

Table 5.6 contains the results, the relative errors and the run time of the discretisation
algorithm subject to the step size A. Correct digits of the results are underlined. Using
this algorithm it is possible to obtain results with an relative error below 1% with reasonable
run times.

One can easily see that both ¢ and y have influence on the run time. Halving the step
size A approximately quadruples the run time which confirms that the algorithm has a
time complexity in A=2. The values show that the discretisation algorithm provides usable
results in tolerable time.

Markovian approximation (Section 5.5)

The last algorithm to evaluate is the Markovian approximation. Table 5.7 shows the results,
the relative errors and the run time depending on the step size for the accumulated reward
Ay. For the calculation of the transient probabilities via uniformisation we chose the error
bound € = 1071°. The correct digits of the results are underlined.

It is possible to obtain quite accurate results with a relative error below 1% with still
short run times. The parameter ¢ influences the run time via the number of steps considered
by uniformisation. As could be expected from the time complexity, the runtime depends
also linearly on the reward bound y: when switching from 5 to 50, the run time grows
approximately by a factor 10. The runtime also grows with Ay~2: If we divide Ay by 10,
the run time is multiplied with 100. Among the algorithms without known error bound,
the Markovian approximation is the fastest while giving adequately accurate results.

5.6.3 Inhomogeneous MRMs

Only two algorithms are available for the computation of the joint distribution in an
inhomogeneous MRM arising when model checking a CSRL formula involving the until
operator with general time and reward intervals: the discretisation algorithm and the
Markovian approximation.

Table 5.8 shows the results and the run time for the two algorithms when computing
the joint distribution of state and accumulated reward for ¢ = 5 and y = 50 in the inhomo-

geneous MRM M <empty Uu Elz’g’]so](—‘intact)>. Note that with the provided accuracy the

results of the two algorithms only agree up to the second digit after the decimal point. The
run time increases with decreasing step sizes A and Ay in exactly the same manner as was
the case for homogeneous MRMs: halving the step size A in the discretisation algorithm
roughly quadruples the run time, whereas dividing the reward step size Ay by 10 stretches
the run time approximately by a factor 100. However, the run time is generally higher
than in the homogeneous case.

We cannot give a definite recommendation which algorithm to use for time- and reward-
inhomogeneous MRMs. Both algorithms give approximate results for which we do not know
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A

Y03(0.5,5)

Eq

113(0.5,5)

£y

run time

0.05
0.025
0.0125
0.00625
0.003125
0.001
0.0005
0.00025

0.0750000000
0.0687212757
0.0661882849
0.0650329335
0.0644795753
0.0641119638
0.0640264552
0.0639838398

0.1729505099
0.0747554043
0.0351411010
0.0170721667
0.0084180099
0.0026688078
0.0013315098
0.0006650344

0.0048750000
0.0069969034
0.0077937131
0.0081453830
0.0083111549
0.0084203199
0.0084456017
0.0084581859

0.4244889689
0.1739907521
0.0799245465
0.0384086677
0.0188387048
0.0059513874
0.0029667800
0.0014811717

0.001
0.001
0.007
0.030
0.121
1.189
4.796
19.797

A

Y03(0.5,50)

Eq

T13(0.5,50)

Ey

run time

0.05
0.025
0.0125
0.00625
0.003125
0.001
0.0005

0.1066463496
0.1069765505
0.1071232656
0.1071938269
0.1072285767
0.1072520331
0.1072575335

0.0057492074
0.0026707848
0.0013029779
0.0006451436
0.0003211757
0.0001024939
0.0000512149

0.0307782659
0.0324032972
0.0331990077
0.0335925959
0.0337883205
0.0339210061
0.0339521783

0.0943128927
0.0464944117
0.0230796829
0.0114978835
0.0057384517
0.0018340223
0.0009167426

0.004
0.017
0.078
0.306
1.234
12.449
50.259

A

To3(10,5)

Ey

T15(10,5)

By

run time

0.05
0.025
0.0125
0.00625
0.003125
0.001
0.0005

0.0750000000

0.0.0687212757
0.0.0661882849
0.0.0650329335
0.0.0644795753
0.0.0641119638
0.0640264552

0.1729505100
0.0747554043
0.0351411010
0.0170721667
0.0084180099
0.0026688079
0.0013315099

0.0048750000
0.0069969034
0.0077937131
0.0081453830
0.0083111549
0.0084203199
0.0084456017

0.4244889689
0.1739907522
0.0799245466
0.0384086678
0.0188387049
0.0059513874
0.0029667801

0.009
0.035
0.149
0.605
2.439
23.965
96.587

A

Y03(10, 50)

Eq

Y15(10,50)

£y

run time

0.05
0.025
0.0125
0.00625
0.003125
0.001

0.1311687319
0.1310040101
0.1309227493
0.1308821415
0.1308618164
0.1308479823

0.0025012271
0.0012422851
0.0006212220
0.0003108636
0.0001555224
0.0000497902

0.1099822018
0.1096178799
0.1094320024
0.1093382067
0.1092911083
0.1092590080

0.0067584559
0.0034235151
0.0017220236
0.0008634334
0.0004323027
0.0001384620

0.093
0.387
1.526
6.140
25.167
254.908

Table 5.6: Results for the discretisation algorithm
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03(0.5,5)

Eq

T15(0.5,5)

Ey

run time

0.01
0.001

0.0513626012
0.0607551369
0.0635997638
0.0639069058
0.0639378730

0.1967228093
0.0498297498
0.0053416621
0.0005381640
0.0000538567

0.0093781304
0.0089874458
0.0085317981
0.0084769078
0.0084713507

0.1071215345
0.0609998407
0.0072090151
0.0007290208
0.0000729844

0.000
0.000
0.003
0.261
23.468

Ay

Y03(0.5, 50)

Eq

Y13(0.5,50)

Ey

run time

0.1
0.01
0.001

0.1086759849
0.1077516872
0.1073205166
0.1072688792
0.1072636132

0.0131728332
0.0045557191
0.0005359690
0.0000545598
0.0000054658

0.0376342133
0.0352046604
0.0341270179
0.0339979589
0.0339847976

0.1074315205
0.0359390351
0.0042281220
0.0004304077
0.0000431183

0.000
0.001
0.031
2.593
236.109

T03(10,5)

Eq

T13(10,5)

Eq

run time

0.01
0.001

0.0515463917
0.0607582307
0.0635997638
0.0639069058
0.0639378730

0.1938484468
0.0497813635
0.0053416620
0.0005381639
0.0000538567

0.0103092783
0.0090193561
0.0085317981
0.0084769078
0.0084713507

0.2170468539
0.0647669641
0.0072090151
0.0007290207
0.0000729843

0.000
0.000
0.052
4.556
444.076

Ay

Y03(10, 50)

Eq

T13(10, 50)

E,

run time

0.1
0.01

0.1293036476
0.1305312240
0.1308102979
0.1308383491

0.0117533077
0.0023711414
0.0002382254
0.0000238349

0.1050985308
0.1083845730
0.1091572657
0.1092352134

0.0379458417
0.0078659683
0.0007928699
0.0000793498

0.001
0.007
0.501
45.816

Table 5.7: Results for the Markovian approximation
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the error bound. For model checking the CSRL until operator it might be wise to apply
both, and then decide carefully whether the probabilities meet the given bound or not.

A T03(10,50) T13(10,50) run time
0.05 0.0179025467 0.0512607935 4.31334
0.025 0.0170903133 0.0489142692 17.3564
0.0125  0.0166817295 0.0477566947 73.4648
0.00625 0.0164771336 0.0471818209 293.524

(a) Results for the discretisation algorithm

Ay To3(10, 50) T13(10,50) run time
5 0.0117716488 0.0354429180 0.006

1 0.0137651867 0.0419738119 0.056
0.1 0.0143490683 0.0443792494 3.675
0.01 0.0143968991 0.0446936737 317.564

(b) Results for the Markovian approximation

Table 5.8: The joint distribution for the inhomogeneous MRM

5.6.4 Scaling the size of the state space

The results shown so far suggest that the uniformisation algorithm is fast and the most
accurate of the five algorithms. However, we have not shown the behaviour of the algo-
rithms for different sizes of the state space. In this section we compare the run times for
growing model sizes. For this purpose we modify the MRM underlying the Google file
system model which is going to be presented in the next chapter (see Section 6.3 for a
detailed description). We modify it such that the transition rates are independent from
the number of states. As reward rate we take the number of available chunk servers if the
master is up, and zero otherwise. By varying the number of chunk servers between 3 and
20 we obtain MRMs with 60 to 2406 states.

The atomic proposition service_level 3 is defined to hold in those states of the MRM
where three replicas of certain data block (a so-called chunk) are present. We chose the
probability measure of the until path formula

true Z/{%g’(l]]ﬁ] service_level_3

for our comparison and so each of the algorithms was employed to compute the joint
distribution in the homogeneous second phase of the corresponding MRM.

As basis for the comparison we took the smallest MRM with 60 states and computed
the results using the uniformisation algorithm with error bound € = 1075, For the other
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Figure 5.3: Run times for the five algorithms when scaling the size of the state space

four algorithms we chose the parameters in such a way that the average relative error
with respect to uniformisation was at most 5%. We took the average because some of
the algorithms would not result in all relative errors being below a small threshold within
reasonable time.

This results in a path weight w = 2 - 10~* and a bound for the error induced by the
Poisson probabilities € = 107 for path exploration. For Picard’s method, the time step
size is At = 2.5-107% and we consider four non-changing digits after the decimal point, For
discretisation we use a step size A = 1.25-1072. Finally, for the Markovian approximation,
the reward step size is Ay = 107!, We kept the parameters unchanged when scaling the
size of the state space.

Figure 5.3 shows the run times for the five algorithms. We clearly distinguish two groups
of algorithms. The first group contains the two algorithms with known error bound, that is,
uniformisation and path exploration, together with Picard’s method. The algorithms of this
group are only suitable for small state spaces, here up to 102 and 156 states, respectively.
The second group encompasses discretisation and the Markovian approximation. With
both algorithms we are able to compute the joint distribution of an MRM with more than
2400 states. Both algorithms exhibit run times that grow quadratically with the number
of states. In case of discretisation, the constant is bigger: the run time is five to six times
higher than the run time of the Markovian approximation.

Summarising, it can be stated that the only suitable algorithms for larger state spaces
are the discretisation algorithm and the Markovian approximation. The latter is preferable
because it is faster while having comparable accuracy. Drawback of both algorithms is that
no error bound is known, in contrast to uniformisation and path exploration. The practical
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applicability of Picard’s method is negligible.

5.7 Summary

In this chapter we presented five algorithms for the computation of the joint transient dis-
tribution of state and accumulated reward. Three of them are only applicable if the MRM
under consideration is time- and reward-homogeneous (uniformisation, path exploration
and Picard’s method). Two can be employed with inhomogeneous MRMs as well (discreti-
sation and Markovian approximation). We only know error bounds for uniformisation and
path exploration, for the other algorithms the accuracy is unknown. Experiments show
that for a small homogeneous MRM accuracy is easiest to obtain when using the uniformi-
sation algorithm. However, it does not scale well. For larger models (several thousands of
states), only discretisation or — even faster — Markovian approximation are to be consid-
ered. In the inhomogeneous case we can not recommend an algorithm as we do not know
an error bound. But if we extrapolate the results respecting accuracy and run time from
the homogeneous case, the Markovian approximation is faster.






Chapter 6

Model checking for survivability

Many parts of everyday life depend heavily on large-scale communication and information
systems. It is therefore essential for such systems to survive catastrophic events. However,
the concept of survivability is not restricted to this type of technical system. It is also known
for military devices, for example, aircraft combat survivability, and even in agriculture [68].

The goal of this chapter is to show a direct and precise method for the quantitative
evaluation of survivability by using a CSRL model-checking approach [26, 25]. Section
6.1 introduces an intuitive definition of survivability and gives a short overview of how
survivability evaluation was tackled in the literature. In Section 6.2 we show how we can
phrase survivability in terms of CSRL and give results for the illustrating example. Section
6.3 assesses the survivability of the Google file system [42]. This scalable file system
is especially designed to support large data-intensive applications, primarily the Google
search engines. We study its behaviour under disaster conditions.

6.1 What is survivability?

The literature is abundant with different definitions of survivability. For an overview see
for example [63, 70]. Distinct definitions stress different aspects of survivability, be it
the detection of faults, the defence against attacks or the recovery from various types of
disasters. The definition we will use throughout this chapter focuses on the behaviour of
a system after a disaster has occurred. Note that we do not introduce a new definition
of survivability but state a slightly generalised version of the one in [39]; it reflects an
intuitively appealing view on survivability but is therefore also quite imprecise:

Survivability is the ability of a system to recover predefined service levels in
a timely manner after the occurrence of disasters.

A disaster might be any kind of severe disturbance of the communication system, for
example, a power breakdown or the complete or partial cut of communication lines. The
possible causes are manifold and include purposeful attacks as well as natural disasters like
earthquakes or thunderstorms.

87
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A system is survivable if it includes mechanisms to return to normal service in a timely
manner even though a disaster occurred. What kind of mechanisms are used to ensure
survivability and how they are implemented is not part of the survivability definition. One
possible mechanism to achieve survivability is fault tolerance [84].

The above definition of survivability does not give at all a precise recipe how to decide
whether a system is survivable or not. To overcome this, many approaches have been
followed in the literature for the quantitative determination of survivability [46, 67, 69, 70,
72,97, 99, 108]. Most of them are model-based and suggest some measure on the system
(model) behaviour and study its evolution after the occurrence of a disaster. It is thus
the deliberate decision of the person performing the survivability evaluation to choose an
appropriate measure.

6.2 Expressing survivability using CSRL

With CSRL we can describe survivability following the intuitive definition closely, including
the quantitative aspects. In doing so, it is not necessary to rely on an arbitrary measure as
an indicator for survivability. It is a model design decision whether to include the possible
occurrence of disasters into a survivability model or not [108]. Out of this decision two types
of models appeared in the literature. In a so-called given-occurrence-of-disaster (GOOD)
model, there are no transitions that correspond to the incidence of a disaster. For such
systems, a disaster is such a rare event that we can not include its occurrence in the model
appropriately. We simply assume that an external disaster has happened and start our
observation just after its occurrence, that is, we set the starting conditions (probabilities)
such as if a disaster has just happened. On the other hand, so-called random-occurrence-
of-disaster (ROOD) models include transitions that indicate the incidence of disasters.
Both approaches are discussed below, in Sections 6.2.1 and 6.2.2, respectively. In Section
6.2.3 we generalise the concept of survivability to multiple levels of disaster and service.

6.2.1 Survivability for GOOD models

In this section we phrase the constituent ingredients of survivability as CSRL formulas.
Putting the formulas together in a suitable manner, we will end up with a global CSRL
formula describing survivability.

Disaster and service. First of all we design a CSRL state formula disaster describing
those states of our system model that are disaster states, that is, states that will be occupied
just after a disaster has occurred. We may choose whatever we feel is suitable in the given
context. For the specification of states providing a predefined service level we specify a
CSRL formula service.

Example 28. For the illustrating example (cf. Section 2.9), we set

disaster = broken, (6.1)
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that is, the occurrence of a disaster has always led to a system failure. Note that the cause
of the disaster does not play a role here. Only state 3 satisfies this formula. The predefined
level of service is tantamount to an intact system:

service = intact. (6.2)

This formula is satisfied by states 0,1 and 2. O

Recoverability. The definition of survivability requires the system “to recover predefined
service levels in a timely manner.” CSRL until formulas allow us to formulate the time
constraint: we can specify a maximum time allowed for recovery. Additionally, we can
restrict the cost (reward) allowed for recovery: the system has to reach a service state
before a given time t and before the accumulated reward exceeds y. The logic CSRL forces
us to wrap it into a probability constraint. For a given time bound ¢, a reward bound y
and a probability p, the corresponding CSRL until formula reads

recoverability = Ps, (true U{g’;}]service) . (6.3)

Hence, a state is recoverable if the probability of reaching a service state before ¢ units
of time have elapsed and y units of reward are accumulated is at least p. If we want
recoverability in any possible case we set p = 1.

Survivability. We now have defined CSRL specifications for all the ingredients that make
up survivability. Survivability, finally, requires any disaster state to be also recoverable.
This, again, can easily be phrased as a CSRL state formula:

survivability = disaster = recoverability. (6.4)

All non-disaster states satisfy the survivability property trivially (because of the implica~
tion). If this formula is also satisfied by all disaster states of a system, we say that the
system is survivable. Note that the disaster formula is not bound to describe the “worst”
states of the system. We might purposely ignore really bad states, for example, because
we already know they can never be recoverable.

Example 29. For the illustrating example, the survivability formula becomes
survivability = broken = P5, (true Z/l%g’ty}]intact) . (6.5)

All states besides state 3 trivially satisfy the formula because they are not disaster states.
In the following we focus on the single disaster state.

Figure 6.1 shows in a three-dimensional plot the probability that has to be compared
with the probability bound p when checking the recoverability formula for time bound ¢
and reward bound y. The numbers were computed using the uniformisation algorithm by
Sericola (cf. Section 5.2).

For triples (¢,y,p) on and below the surface, the survivability formula holds in the
disaster state. All points above the curve represent time bound/probability pairs for which
the system is not survivable. O
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6.2.2 ROOD models: long-run survivability

In a ROOD model, the occurrence of disasters is explicitly modelled by transitions leading
into disaster states. Because of the stochastic nature of the model, they occur randomly.
We can check the survivability formula (6.4) for all states of a ROOD model as we do
for GOOD models. For the case that not all states are survivable, ROOD models support a
different notion of survivability. We define the long-run survivability as the fraction of time
the system resides in survivable states when operating in steady-state. A system model
complies with a level [ € [0,1] of long-run survivability if the accumulated steady-state
probability of survivable states is at least [. Phrased as a CSRL formula this becomes

long run_survivability = Sy;(survivability).

Note that ROOD models are a special type of availability models [108], and, as such,
suitable for this purpose.

However, when following the ROOD approach a question arises how to determine an
appropriate rate for the disaster transitions. Disasters are absolutely rare events, much
more rare than single component failures, so it will often not be possible to accomplish
measurements that provide an adequate rate. It is even questionable if it makes sense to
introduce disaster transitions into the model at all. Furthermore, it is not obvious, how
to introduce disaster transitions in case there are several disaster states. Even if we have
found a reasonable rate for disasters, it will in general be very small in comparison to other
rates in the system. This discrepancy imposes numerical difficulties when applying the
model checking algorithms.

Employing ROOD models also foils the basic idea behind model checking. Model
checking allows us to take an existing model of an arbitrary system, that reflects the
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mechanisms that should provide survivability, for example, redundancy. The survivability
property is specified separately from the model, in terms of a formula in an appropriate
logic. Automated tools then check the validity of the formula. We do not have to alter
the model to support the measure. In contrast, a ROOD model is tailored specifically to
support the evaluation of long-run survivability.

We think that the ROOD approach is not suitable for the evaluation of survivability in
the presence of catastrophic disasters. Considering the difficulties in designing a suitable
model we decide not to follow this approach any further and concentrate on GOOD models.

6.2.3 Different disasters & levels of service

The definition of survivability explicitly allows several predefined service levels and is also
not restricted to one type of disaster.

One might easily imagine a scenario where different disasters have different impact on
the system. For a “mild” disaster we want the system to return to full service in a very
short period of time. For a severe disaster we could require recovery to a medium service
level quickly but allow a much longer interval for full recovery. In the following we formalise
a survivability specification where these aspects are taken into account.

Let Disasters be a set of CSRL formulas describing the different grades of disaster
impact we are going to explore for a given model. The disaster formula (6.1) would be
one element of such a set.

Let Service_Levels be a set of CSRL formulas describing different levels of service. Again,
the service formula (6.2) would be one element of this set.

A bound function B : Disasters x Service_Levels — (R>qU {00}) x R>q U {oo}) x [0, 1]
indicates the time bound, the reward bound, and the probability bound for recovery from
the different disasters to the different service levels. We might set the time allowed for
recovery to 0. In this case the system must provide some service even in the presence of a
disaster. Using the value oo (for the time/cost bound) indicates that we require the system
to recover eventually but not within a specified time/cost horizon.

To complete it all, the tuple (Disasters, Service_Levels, B) comprises a survivability
specification. Given such a survivability specification, each pair of disaster and service
formula generates a CSRL survivability formula (6.4). A system is survivable according
to the survivability specification if its states satisfy each of the generated survivability
formulas. We show this use in the next section.

6.3 Case study: a replicated file system

To show the feasibility of our approach, we evaluate the survivability of a distributed
file system with replicated data. The case study presented in this section appeared in
[25]. Our model of this file system is inspired by the description of the Google file system
[42]. Even though the Google search engine is not vitally important, we all appreciate
the promptness of its service. A substantial part of the Google services is made possible
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through the underlying file system. The Google file system is a scalable distributed file
system for large distributed data-intensive applications. It is especially designed to run on
inexpensive commodity hardware for which failures are thought to be the norm rather than
the exception. Remarkable is also its specialisation in the handling of very large (multiple
GB) files.

In the following we describe the design of the file system. We construct a GSPN model
(cf. Section 2.8) from which a MRM model is generated automatically. We do not define
reward rates for the states of the model, the MRM is actually only a labelled CTMC. We
define different disaster and service levels as CSRL formulas. Instead of checking just one
survivability specification, we evaluate the conditions under which the file system survives
different disasters. We thereby concentrate on the timely recovery and do not specify any
cost (reward) constraints.

6.3.1 System description

Files are divided into evenly sized chunks of 64 MB. Several replicas (usually three) of these
chunks reside on the disks of a collection of so-called chunk servers. A client interacts with
the Google file system by first accessing the single master computer that keeps a hash table
for the locations of all replicas of a chunk. In a second step, the client either reads one
replica (usually the one residing on the closest chunk server) or initiates a chain of updates
to all replicas. The data transfer is directly done between client and chunk servers, the
master is not further involved.

The master monitors the chunk servers with regular HeartBeat messages. If it detects
the failure of a chunk server, it will re-replicate the chunks that have been lost. Both, master
and chunk servers, are designed to recover really fast if there is any software problem.
A restart of the corresponding processes takes just a couple of seconds. In case of a
severe master failure, another machine will soon take over. The chunk servers are cheap
commodity PCs. The designers of the file system assumed that component failures occur
frequently. A software restart is — as it was the case for the master — a matter of seconds.
Replacing failed hardware is not urgent, since the file system takes care of the lost data.

6.3.2 GSPN Model

In the following we describe a GSPN modelling the Google file system. Our model focuses
on the life cycle of a single chunk but also accounts for the load imposed by the entirety
of all chunks. We took inspiration from the GSPN model of a replicated file system with
voting in [9].

The master is modelled by the places and transitions in the upper part of Figure 6.2. Its
places are prefixed with the uppercase letter M, its transitions with the lowercase letter m.
The master is in working mode, if a token resides in place M_up. Transition m_fail indicates
a failure of the master. Firing of immediate transition m_soft implies that the failure is to
be repaired by a simple software restart, modelled by transition m_soft_repair. If transition
m_hard fires, the hardware has failed and repair is modelled by transition m_hard_repair. If
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Figure 6.2: GSPN for the Google replicated file system
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the master is up, transition replicate models the replication process of chunks that have
previously resided on a now failed chunk server.

Tokens in the two places in the middle of Figure 6.2 represent the replicas of a single
chunk. A token in place R_present stands for an existing replica on a working chunk
server. Tokens in place R_lost are replicas that were destroyed during the failure of a
chunk server. They are re-replicated by the master via the replicate transition.

transition rate (min_l) probability enabling condition
m_fail 0.0005
m_soft_repair #M_soft_down - 12
m_hard_repair 6.0
cfail 0.05
c_soft_repair #C_soft_down - 12
c_hard_repair 1.0
replicate 20.0 for #R_present > 0 (#C_up > #R_present) and
2.0 for #R_present =0 (#Cup- S > (#R.present + 1) - N)
m_soft 0.95
m_hard 0.05
c_soft 0.95
c_hard 0.05
destroy ﬂ%fcri_e;em
keep 1— ﬂ%fcri_eus:m

Table 6.1: Rates, probabilities and enabling conditions of transitions

The lower part of the GSPN in Figure 6.2 represents the status of the chunk servers.
The total number of chunk servers is M. Place C_up contains one token for each chunk
server in working mode. Failure of chunk servers is modelled by transition c_fail. The
immediate transitions destroy and keep form a probabilistic switch deciding whether the
failing chunk server held one of the explicitly modelled replicas or not. The probabilities
for these immediate transitions are determined by the ratio of the number of active replicas
and the number of operational chunk servers:

#R_present

p(destroy) = Youp

p(keep) = 1 — p(destroy).

Note that the weighting probabilities are to be determined before transition c_fail fires
because the intermediate marking (with a token in C1) is vanishing. Transitions c_soft
and c_hard decide whether it has been a software or a hardware fault. Repair is modelled
by transitions c_soft_repair and c_hard_repair, respectively. A software restart requires no
further human interaction and is therefore performed simultaneously for all failed chunk
servers (infinite server semantics). Hardware failures are solved one by one.
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The restoration of replicas depends on several details. First of all, the master has to
be in working mode. Having two replicas of the same chunk on one chunk server has no
advantages, so the number of chunk servers must exceed the number of already existing
replicas. Finally, we take into account that the explicitly modelled chunk is not the only
one in the file system. We introduce two additional parameters of the system. The storage
capacity S of a chunk server is the maximum number of chunks it can store on its disks.
With N we denote the total number of chunks handled by the file system. The file system
supports three replicas of every chunk if the number of unique chunk servers M > 3N/S.
For the distinguished chunk we define a worst case scenario: the restoration of the kth
replica is only possible, if there are already k replicas of all other chunks. Since we do not
model explicitly the majority of the chunks, we approximate this behaviour by enabling
the replicate transition only if

#Cup - S > (#Rpresent + 1) - N,

that is, if the available storage capacity is sufficient for (#R_present + 1) replicas of
all N chunks. Thus we avoid the explicit modelling of the status of all chunks and their
replicas, which would lead to a state space of intractable size. The transition replicate has a
marking-dependent rate: if there are still replicas on working servers, e.g., #R_present > 0,
replication is done quickly. If the chunk was lost completely (#R_present = 0), the chunk
has to be rebuilt from external sources which takes a much longer time.

The rates and probabilities assigned to transitions (cf. Table 6.1) are all educated
guesses made on the basis of [42].

The underlying labelled MRM The GSPN for the file system is described in the
variant of CSPL that we briefly described in Section 2.8.

We now derive an explicit expression for the number of tangible states as a func-
tion of the number of chunk servers M. First considering only the places of the master
part, there are three different markings. For the replica part, there are just four different
markings. Concerning just the chunk-server places, there are £(M + 1)(M + 2) differ-
ent markings. However, not all of these comprise valid overall system states: markings
where the number of working chunk servers is smaller than the number of existing replicas
(#C_up < #R_present) are not generated. The total number of such markings is 18 M + 6.
Hence, the total number of states equals

|S|:3-4-%(M+1)(M+2)—(18M+6):6(M2+1).

6.3.3 Survivability Specification

Disasters. We differentiate six levels of disaster, depending on the number of chunk
servers failed and the type of failure.

e The master has failed in all disaster circumstances.
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e If 25-50% of the chunk servers are affected we call it a light disaster, for 50-75% a
medium and for 75-100% a severe disaster. The remaining chunk servers are working.

e We assume that there are either only software failures of each affected computer or
only hardware failures.

We do not deal with mixed disasters, where both software and hardware failures have
occurred. The event provoking a disaster is thought to affect either the hardware or the
software of the file system. However, a mixed disaster is always worse than a pure hardware
disaster. Results for hardware disasters consequently hold for mixed disasters as well.

Consider a “light software disaster”. The formula
master_software failure = (#M_soft_down = 1)

holds if the master has failed because of a software problem. The formula
. _ M
c.light_software_failure = (#C_soft_down > Z)

M
A (#C_soft_down < 7)
A (#C-hard_down = 0)

holds in states where between 25% and 50% of the chunk servers have failed because of
software reasons and the rest of the chunk servers is working properly. The corresponding
disaster states are described as:

light software disaster = master_software failure A c_light software failure.
The other elements of the disaster set

Disasters = { light_software_disaster,medium _software disaster,
severe_software_disaster,light hardware_disaster,

medium hardware_disaster, severe hardware disaster }

are specified similarly.

Service levels. Concerning the single modelled chunk, we can only talk of service if there
is at least one replica left. The number of existing replicas determines also the performance
of the file system when handling a request. So, we define three levels of service, depending
on the number of available replicas. The master has to be in working mode in either case.

As CSRL formulas:

master_working = (#Mup=1)
at_least_1 replica = (#R_present > 1)

service_level 1 = master_working A at_least_l_replica.
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The other service levels in
Services = { service_level 1, service_level 2, service_level 3 }

are specified in the same manner.

6.3.4 Survivability Evaluation

In [42], a setup of the file system with 1000 chunk servers and a total of 300 TB disk
space is mentioned, thus implying 300 GB storage per chunk server. We therefore choose
to set the storage capacity of each chunk server to S = 5000 replicas, which amounts to
5000 - 64 MB/chunk = 312.5 GB per chunk server. The GSPN model for the file system
with 1000 chunk servers generates a MRM with about 6 million states. For illustrative
reasons we restrict the number of chunk servers to M = 80. The total number of chunks
is taken to be N = 100000, so that in total 3 - N = 300000 replicas have to be stored.
The MRM generated from the GSPN model with these parameters has 38406 states and
260885 transitions.

The six disaster types and three service levels generate a total of 18 survivability for-
mulas as stated in (6.4). For a complete survivability specification (cf. Sec. 6.2.3), we need
to identify the time, reward, and probability bounds B(-,-) for each disaster/service pair.

We do not check a single survivability specification here, but rather evaluate in general
what types of survivability specifications are satisfied. Since there are always multiple
disaster states, for each disaster/service pair, we calculate the minimum probability over
all disaster states to recover within time ¢ (remember that we omit any reward constraints).
Only if this minimum probability is above the specified probability threshold, all of the
disaster states are survivable.

Figure 6.3 shows the minimum probability of recovering in time for different times ¢
starting from a state that satisfies disaster_soft_light. The probabilities always stem
from the same “worst” state such that the resulting curves are smooth. This need not
be the case in general. Any survivability specification where the bound function B maps
(disaster_soft_light, service_level i) to a time/probability pair (¢,p) below the cor-
responding curve, is satisfied by the system (concerning only this disaster). If it is above
the corresponding curve, the system is not survivable (concerning the considered disaster
types).

Software failures of multiple chunk servers are repaired by restarting all affected com-
puters simultaneously. The average time needed for a restart is only 5 seconds. Hence,
the time to recover depends mainly on the master to return to service followed by the
restoration of the replicas, and not on the restart of the chunk servers. As a consequence,
the numerical results for disaster_soft medium and disaster_soft_severe are almost
identical to the ones for disaster_soft_light. We therefore omit a graph of the minimum
probabilities of recovering in time for the medium and severe software disaster.

Figure 6.4 shows the minimum probability over all disaster states of recovering in time
after the different hardware disasters, for the three service levels. Again, if the bound
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Figure 6.3: The minimum probability of recovering from disaster_soft_light within ¢
minutes for the three different service levels

function B assigns values below the corresponding curve, all states satisfy this part of the
survivability specification. For values above the curves, there are disaster states that do
not satisfy the survivability specification, i.e., for these values the system is not survivable.
Note that the t-axes in Figure 6.4 have different scales. This different scaling makes the
effect of probability mass “moving to the right” when going to higher service levels (that
is, going from Figure 6.4(a) to 6.4(c)) appearing less strong than it is!

An example of a bound function B for which the model of the Google file system is
survivable is given in Table 6.2. Since recoverability is almost independent of the grade of
a software disaster, time and probability bounds are chosen to be the same for one of the
service levels and all three software disasters. All time/probability pairs are situated below
the corresponding curves in Figure 6.3. For light and medium hardware disasters, recovery
to service level 1 is likely to take place in a couple of minutes. For a severe hardware
disaster, recovery takes substantially longer (more than 30 minutes, cf. Figure 6.4(a)). In
case of service level 2 and 3, recovery from severe hardware disasters takes even more time
(up to 80 minutes). The survivability specification then only requires the system to recover
at all, but does not state a finite time bound.

6.4 Summary

Previously proposed intuitive definitions of survivability have focused on the ability to
recover from disastrous circumstances. The logic CSRL gives us the means to formulate
a precise survivability specification, thereby adhering to an intuitive definition. A system
is called survivable if all of its states satisfy the survivability formula. The only work
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Figure 6.4: The minimum probability of recovering within ¢ minutes from the different
hardware disasters to the service levels 1, 2 and 3
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service_level_ 1 service_level_ 2 service_level_ 3

disaster_soft_light (1.6, 00,0.95) (1.8,00,0.95) (2.0, 00,0.95)
disaster_softmedium  (1.6,00,0.95) (1.8,00,0.95) (2.0, 00,0.95)
disaster_soft_severe (1.6, 00,0.95) (1.8,00,0.95) (2.0, 00,0.95)

disaster_hard light (1.2,00,0.8) (2.0, 00,0.8) (30, 0, 0.8)
disaster_hard medium (2.0, 00,0.8) (30, 00, 0.8) (00, 00, 1.0)
disaster_hard_severe (25, 00,0.8) (00, 00, 1.0) (00, 00,1.0)

Table 6.2: Bound function B : Disasters x Services — Rxso U {oo} x R>o U {oo} x [0, 1] for
survivability specification

that has to be done manually is the design of a suitable model (we prefer GOOD models)
and the specification of the ingredients of the survivability formula. CSRL model checking
automatically accomplishes the actual survivability evaluation. We think it is worth using
the CSRL framework, as it allows for an elegant, consistent, and comparable specification
and evaluation of survivability.

Several other measures can be computed for MRM models. We relate a few of them to
the survivability measure. Availability [103] is the ability of a system to deliver a predefined
service at any instant of time. Long-run survivability is defined as the availability of
survivable states. Survivable states are characterised by recoverability (return to service
in a given time) after the occurrence of a disaster. Reliability [96] is the ability to deliver
uninterrupted service for a specified time. This measure is more suitable to evaluate the
defence mechanisms of a system against disasters. Dependability is a more general concept
that includes, among others, availability and reliability [2]. One could view survivability
as one possible additional constituent of dependability.

We showed the complete survivability evaluation process for a replicated file system
that exhibits essentially the behaviour of the Google file system. We could check whether
a given survivability specification is satisfied by the file system or not. We also showed
how to indicate in detail the conditions under which the system is survivable.



Chapter 7
pathCSRL

Markov reward models are usually specified using a suitable high-level modelling formalism
such as stochastic Petri nets [1], stochastic activity networks [75] or stochastic process
algebra [54, 58]. When deriving the MRM from a high-level description not only the states
have basic properties that can be expressed by atomic propositions but also the transitions
carry a specific meaning. In stochastic process algebras, for example, the basic building
blocks are the actions but also in stochastic Petri net-style formalisms one can attach
names to transitions. It is therefore natural to consider MRMs that have action labels
attached to transitions.

The logic CSRL does not include a mechanism to reason about transition labels. In
this chapter we therefore introduce pathCSRL, a logic that allows both reasoning about
state properties and action labels. It semantically extends the logic asCSL [4, 5] by adding
constraints for the accumulated reward as CSRL does. Predecessors of asCSL were pathCSL
[27] and SPDL [65] which already included the basic ingredients of asCSL. Logics that only
allow for the reasoning about sequences of actions are aCSL and aCSL+ [56, 76].

The idea for the logics pathCSL and its reward-extension pathCSRL was born when
comparing the power of CSRL model checking with the expressiveness of so-called path-
based reward variables [80]. The logics pathCSL/pathCSRL combine the model checking
approach for MRMs with the specification of path properties via finite automata.

Obal and Sanders introduced path-based reward variables as a means to specify complex
system behaviours. Their approach helps to keep the model clean of information only
necessary for the computation of a reward measure. Structural behaviour of a model is
specified with a so-called path automaton which keeps track of the evolution of the model.
On top of such a path automaton a (multiple) reward structure for the model is defined.
Reward rates and impulse rewards are assigned according to the current state of the path
automaton. Most often the rewards are only used to mark the occurrence of an event or
the residence in a given type of state. The authors then combine the original model, the
path-automaton and the automaton-based reward structure into a single model supporting
the computation of the desired measure. To do so, they pair model states with automaton
states in order to keep track of the evolution of the automaton. For the model checking of
the logic pathCSRL we adopt the idea of combining the MRM with an automaton describing

101
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the property under study. In contrast to path-based reward variables, rewards are an
integral part of MRMs. They can represent the availability of resources but also monetary
costs or power consumption. With path-based reward variables they are mainly used
to mark the completion of a given structural behaviour of the model. In our case such
structural requirements are coded into a formula of the logic pathCSRL.

The chapter is further organised as follows. In Section 7.1 we briefly recapitulate
the concept of regular expressions and finite automata which are needed for syntax and
semantics of pathCSRL. Section 7.2 is dedicated to the extended model class, that is, MRMs
with state and transition labels. Syntax and semantics of the logic pathCSRL are introduced
in Section 7.3. Section 7.4 deals with the actual model checking of pathCSRL formulas.
In Section 7.5 we evaluate some properties of the handover procedure in a cellular mobile
communication network in order to illustrate the feasibility of pathCSRL model checking.

7.1 Regular expressions and finite automata [59]

Regular expressions and finite automata describe regular languages. A language L is a set
of words over a finite alphabet (set) ¥. A word is a sequence of symbols of ¥, its length
is given by the number of successive symbols. The concatenation of two languages L, and
Lo arises when concatenating two words from each of the two sets:

L1L2 = {ZL‘y | x € Ll,y € LQ}

The powers of a language are given by subsequent concatenations. Let € be the “empty”
word of length 0.

L° = {5}7
L=

The Kleene’s star L* of a language is the infinite union of all powers of L:

L= QL".

The set of all possible finite words over an alphabet ¥ is denoted as >*, each language over
3 is a subset of ¥X*. In the following, we use a € ¥ to denote a symbol and x,y € L to
denote words.

Regular expressions are used to describe a certain class of languages. The syntax of a
regular expression a over an alphabet X is given by

ac=c|lacel|aa|la+tala”.

The semantics of a regular expression « is its language L(a). We say that « accepts a
word z € ¥* if x € L(a). The language of a regular expression is inductively defined as
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follows.
x € L(e) = T =g
x € L(a) = r=a (a€X);
z € Llagas) = x € L(ag)L(aw);
r € Loy + as) = x € L(ay) or x € L(aw);
x € L(a™) = x € L(a)”.

Finite automata are another formalism that can be employed to describe regular languages.
Formally a (nondeterministic) finite automaton is a tuple A = (Z, %, 9, Zy, Zr) where

e 7 is a finite set of automaton states,

e X is the alphabet,

§: 7 x ¥ — 2% is the transition function,

Zy is the set of initial states and

e / is the set of final states.

A finite automaton reads input symbols from its alphabet thereby changing state. The
successor states are chosen nondeterministically from the set of successor states assigned
by the transition function. The automaton accepts a word if it resides in a final state
after consuming the word. The nondeterministic transition function may provide several
successor states for an input symbol (or none at all). This behaviour is captured by the
extended transition function 6 which takes a set of automaton states Z’ C Z and a word
x € ¥* as input and returns the complete set of states reachable from states in Z’ when
feeding x into the automaton. Formally, the empty word does not alter the set of automaton
states.

8(Z',e)=2'
For a word ya first all states z are collected that are reachable from Z’ reading input y.
Then the transition function § is used to determine the reachable states when reading the
additional symbol a.

§(Z',ya) = U §(z,a).

An automaton accepts a word if it leaves the automaton in at least one final state,
having started in the set of initial states. Whether a word x is in the language of an
automaton A is consequently determined by

~

reL(A) << §(Zoy,x)NZp # 2.

Both regular expressions and finite automata recognise the class of regular languages. In
particular, for each regular expression « there exists an automaton A that has the same
language, and vice versa.
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7.2 MRMs with state and transition labels

An MRM with state and transition labels has (in contrast to “normal” MRMs, cf. Chapter
2) an additional set of actions Act. Furthermore, the rate matrix R is now a function that
maps action labels and pairs of states to non-negative real numbers: R : Act xS xS — Rx.
We denote a transition from state s to state s’ labelled with action a as R?,,. It is possible
to have several transitions between the same two states, as long as they are labelled with
different actions.

States keep their labels drawn from the set of atomic propositions AP and assigned by
the labelling function L : S — 247, A state- and transition-labelled MRM is then a tuple
M = (AP, Act, S, R, L, p) Note that the transition labels are “hidden” in the rate matrix.

In the following — unless stated differently — we just write MRM when meaning a
state- and transition-labelled MRM.

send
fail arrive
repair
reboot \ )
send
suspend resume

@

Figure 7.1: A state- and transition-labelled MRM M (Example 30)

Example 30. Figure 7.1 depicts a state- and transition-labelled variant of the example
MRM used throughout the preceeding chapters (cf. Section 2.9). Transitions have action
labels from the set Act = {arrive, send, suspend, resume, fail, repair, reboot}. It is possible to
have more than one transition with the same action label; e.g., there are two transitions
labelled send. Two different transitions lead from state 3 to state 0, modelling a software
reboot or a hardware repair. They have different rates:

Rt = 0.8 R = 0.2,

The rates of all other transitions, the reward rates and the state labelling is transferred
from the state-labelled MRM defined in Section 2.9. O

The total exit rate E; (cf. Section 2.1) is defined as the sum over all transition rates
originating at state s, independent of the action:

E.= > ) R..

a€Act s'€S
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The one-step probabilities P2, are defined now per action:

a
R,

Pa/ -
ss Es

Note that for a single action a the one-step probability matrix P® is not necessarily a
probabilistic matrix.

A path in a state- and transition-labelled MRM is similar to a path in a state-labelled
MRM (cf. Section 2.5). It additionally contains information about the actual transition
taken between two states. Formally, an infinite path is an infinite sequence

W = (80,t0,&0)<81,t1,a1), SRS (S X RZO X ACt)w,

where s; is the ith state of the path, ¢; is the residence time of this state and a; is the label
of the transition (the action) taken from state s; to state s;; 1. The last state of a finite
path must be an absorbing state. Since there is no further outgoing transition from an
absorbing state, no action label can be indicated in this case. A finite path w € € of length
n is then a defined as w = (s¢, to, ao)(s1,t1,a1) - - - (Sn, 00) € (S X Rsg x Act)™ x (S x {o0}).

The probability measure on sets of paths in a state- and transition-labelled MRM
is defined similarly as the one for ordinary MRMs. Cylinder sets are characterised by
a state sequence, time intervals and the (action) labels of the transitions between the
states. No outgoing action has to be specified for the last state. When calculating the
probability measure (cf. Section 2.3) the one-step probability for the transition labelled
with the indicated action is chosen.

Example 31. Consider the cylinder sets
Cl = C((O, 3, 0),R20 X Rzo X Rzo, (fall, reboot))

and
CQ = C((O, 3, 0),R20 X RZO X R207 (fall, repair)).

They both consist of all paths that start in state 0, switch to state 3 and return to state
0. But in C] the last transition must be labelled reboot whereas in Cy the label has to be
repair. Without transition labels they would not be distinguishable. Since Pyeboot — (.8 #£
0.2 = P;™" the two cylinder sets have different a probability measure:

P(C))=01-08-1-1=0.08 P(Cy)=01-02-1-1=0.02. 0

7.3 Syntax and Semantics of pathCSRL

The syntax of pathCSRL state formulas is identical to the syntax of CSRL state formulas:

¢ =true|ap | P | PAP | Su(P) | Pup (¢),
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where ap € AP is an atomic proposition, <€ {<, <, > >} is a comparison operator and
p € [0,1] is a probability. The difference lies in the definition of the path formula ¢ that
occurs within the probability operator. The CSRL next and until operators are replaced
by a regular expression «a equipped with a time interval I € 7 and a reward interval J € 7
and followed by a pathCSRL state formula &:

@ = ol d.

The regular expressions allowed in pathCSRL path formulas are not arbitrary. Let F be a
finite set of pathCSRL state formulas and recall that Act is a set of action labels. Regular
expressions involved in path formulas have to be constructed over the alphabet

Y=FxAct={(®,a) | P € F,a € Act}.

Furthermore, these regular expression are interpreted in a non-standard way. We do not
simply derive the language L(«) but tweak the acceptance conditions such that so-called
time-abstract finite fragments of paths in a MRM are recognised. The time-abstract finite
fragment for two indices 0 < ¢ < j of a possibly infinite path w = (so, to, ao)(s1,t1,a1) - - -
with |w| > 7, denoted as wli, j], consists of states i to j and the corresponding actions, but
not the residence times:

W[ZL]] = (Siaai) e (ijl,aj,l)sj [ (S X Act)(]fl) X S

The set of all time-abstract path fragments of an MRM M is denoted Frag™. The path

fragments accepted by a regular expression « are denoted as Frag™(a). We omit M if it is

clear from the context. A fragment is included in Frag™ () if its states satisfy the relevant

pathCSRL state formulas of the regular expression and the action labels also conform.
The set Frag(a) is inductively defined as it was the case for the language L(«).

e Each one-state fragment is accepted by e:

wli, j] € Frag(e) <= =7, that is, w[i,j] = s;.

e The alphabet symbol (®,a) accepts fragments (s;,t;, a;)s;+1 consisting of two states
where the first state satisfies ® and the transition from state s; to state s;, is labelled
with action a, that is, a; = a:

wli,j] € Frag((®,a)) <= j=i+1, s;=, a0 =a.

e The concatenation of two regular expressions accepts a path fragment that can be
divided into two parts each of which is accepted by the respective sub-expression:

wli, j] € Fraglanae) <= 3k € [i,j]. (w[i, k] € Frag(ay) and wlk, j] € Frag(as)) .
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e The choice between two regular expressions accepts fragments that are recognised by
either of the expressions:

wli, j| € Frag(ay + o) <= wli, j|] € Frag(ay) or w(i, j] € Frag(as).

e Finally, Kleene’s star a* accepts fragments that are recognised by some power of a:

wli, j| € Frag(a®) <= 3dn € Nwli, j| € Frag(a™).

If A={ay,...,ar} C Actis a set of action labels, we use (¥, A) as an abbreviation for the
regular expression ((®,a;)+ (P, a2) + - -+ (P, ax)), that is, any of the actions in A might
be taken.

Example 32. Consider the following property in the context of the running example.

After some time without arriving packets the device processes a packet that requires two
send operations. The first failure afterwards occurs before sending any more packets and
can be made up for by a reboot.

A regular expression describing this property is given by

empty, Act)”

(07] :(
(active, send)(active, send)
(empty, Act\fail)”*
(true, fail)(true, reboot).

Regular expressions and finite automata are equally expressive. We chose the more
textual regular expressions for the syntax of the logic pathCSRL. However, we want to
stress that we can equally well employ finite automata to describe path properties. In
many cases automata might even be more convenient to specify. However, we must adapt
the acceptance condition also for automata in order to define a set of path fragments. We
do so by defining a different extended transition function 4 : 22 x Frag — 22 which maps
a set of automaton states and a path fragment to the set of automaton states reachable
via this fragment.

Only actions can alter the automaton state. Hence, a path fragment of length 0 (without
transition, just one state) leaves the automaton in the same set of states.

60(Z' wli,j3]) = Z', for i = j.

If the fragment has at least length 1, firstly all states are determined that are reachable from
7' when feeding the fragment up to its last action into the automaton. Then all formulas
are considered that are satisfied by the second last state (s;_1) of the path fragment. Taking
all symbols from the alphabet into account that consist of one of these formulas and the
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last action a;_; of the fragment, the transition function 0 is used to determine the set of
reachable states.

87", wli, j]) = U U 0z (@ a1 (w))), fori <.
2€8(2 wli,j—1]) Sj_f(ff)‘:@
The set of path fragments Frag™(A) accepted by the path automaton A consists of the
paths that leave the automaton in at least one final state:

wli,j] € Frag(A) <= (Zo,w[i,j]) N Zr # @.
Regular expressions and finite automata are equivalent when recognising languages. By

the straightforward definition of the path fragments accepted by regular expressions and
automata, we can deduce that

L(a)=L(A) = Frag\' = Frag¥.

For pathCSRL it is consequently completely irrelevant whether a property is specified by a
regular expression or a finite automaton. If a path property is given by a regular expression
a we can easily construct a finite automaton A specifying the same property and vice versa.

Example 33. Finite automata can easily be represented as graphs: automaton states are
the nodes, a directed edge labelled with a symbol (®,a) € ¥ is drawn between two states z
and 2’ if 2/ € §(z, (P, a)). Initial states have an incoming edge without source, final states
are shaded. We can use edge labels consisting of a formula and a set of actions to represent
several parallel edges.

empty, Act empty, Act\{fail}

\‘<> active, send active, send <(> true, fail <D> true, reboot @
— - — > — - — -

Figure 7.2: Automaton A; specifying the same path property as regular expression o
(Example 32/33)

Figure 7.2 depicts an automaton A, with state set Z = {A, B, C,D,E}. It accepts the same
path fragment as the regular expression a; does. O

The semantics of pathCSRL state formulas is identical to the semantics of CSRL state
formulas (cf. Section 4.2). Recall that the semantics of the probability operator is based
on the probability measure of all paths satisfying the inner path formula:

S| Pup (@h¥) <= Proby(a;¥) xp,

where

Prob, (W) = P{w € Q| w |F ol U}
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What is still missing is the definition of the satisfaction relation between paths and pathC-
SRL path formulas. The intuitive meaning of a path formula ¥ is the following: a path
w satisfies the path formula oW if there is an n € N such that

(1) the prefix w[0, n] is accepted by «,

(2) the duration Y7~ ti(w) of this prefix is in the time interval I,

(3) the accumulated reward "7~ y;(w) € J of this prefix is in .J, and
(4) the last state s,(w) of the prefix is a W-state.

More formally, we have

wkEU <= IneN (w[(),n] € Frag(a) A Y ti(w) el A Zyi(w) eJ AN s, = \IJ> .

1
=0 1=0

Example 34. A complete path formula involving the regular expression a; (Example 32)

1S

0.1,0.5]
(0‘1)£2,10] lid1e.

Consider the path fragment

0.01,suspend _ 0.02,resume . 0.03,arrive , 0.01,send . 0.01,send . 0.02fail 5 0.08,reboot
= = = 25 = = =

0 1 0 2 0 3 0.

It is accepted by ay, its duration is 0.18 € [0.1,0.5] and the accumulated reward is 5.8 €
(2,10]. Tts last state 0 is an idle-state. Any (infinite or finite) path starting with this
fragment satisfies the path formula.

A complete state formula involving the given path formula is

P<0,1 ((@1)&02711’(;)]5]1(116) . <>

CSRL and pathCSRL

An evident question is how the two logics pathCSRL and CSRL relate to each other. In
[5] there is an extensive comparison of the expressive power of asCSL and CSL which can
directly be transferred to pathCSRL and CSRL. We therefore only point out one important
difference in the semantics of CSRL and pathCSRL path formulas. Consider the pathCSRL
path formula

((®, Act)") )W

which can be seen as a simulation of the CSRL path formula

dULY.
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But if inf I > 0, there is a subtle difference in the semantics: for pathCSRL, a W-state must
be entered in the time interval I, while for CSRL the MRM must simply reside there at
some time in I. The latter also allows to enter the W-state before I starts and then stay
there sufficiently long. Note that the W-state then must be a ®-state as well. Hence, if
inf I > 0 and there are states that satisfy both, ® and ¥, there is no way to simulate the
CSRL until formula with a pathCSRL formula. If a formula restricts the actions to be taken
in the course of a realisation of the MRM this naturally is also not expressible by a CSRL
formula.

Example 35. Consider a path starting with

0.02,suspend _ 0.04,resume . 0.02fail , 0.06,reboot

wy =0 1 0 3
Ignoring the actions, it satisfies the CSRL path formula empty 2/[>1%%(—intact) but does
not satisfy the pathCSRL path formula ((empty,Act)*)%"05/(mintact), because state 3

(the only (—intact)-state) is entered before inf I = 0.1. O

7.4 The probability measure for path formulas

The path formula o, ¥ defines a set of paths of an MRM. We must calculate the probability
measure of these paths in order to model check the probability operator wrapped around
the regular expression. In the following we assume that the path property is specified
by an automaton. From Sections 7.1 and 7.3 we know that we can always construct an
automaton accepting the same paths as a given regular expression.

Following the idea of Obal and Sanders [80] we combine the original MRM M =
(AP, Act, SR, L, p) and the automaton A = (Z, %, §, Zy, Zr) into the product MRM

Mx A = (AP*,Act, S, R*, L*, p*), (7.1)

which automatically encodes the structural property specified by the automaton in the
MRM. The ingredients of the product MRM are defined as follows.

e The set of atomic propositions AP* = AP W {accept} consists of the existing atomic
propositions and a new atomic proposition accept.

e The action set Act remains unchanged.

e The state space is given by S* = S x 22, A state is a pair of one MRM state and a
set of automaton states. Note that the set of automaton states can also be empty.

e In the product MRM a transition labelled with a exists if this transition exists also
between the corresponding states in the original MRM and if the sets of automaton
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states correctly describe the evolution of the automaton induced by the current state
and action. Hence, the rate matrix for each of the actions becomes

Ro [ R, Zy=10(Zy,(s,t,a)s) for t € Ry,
(5,21)(s"22) =, otherwise.

The matrices R* constitute the complete rate matrix R*.

e The labelling function L* is transferred from the original MRM, additionally it as-
signs accept to states that have a final automaton state in the automaton part and
satisfy formula W:

L(s)W{accept}, Z'NZp+# @ and s =V,
L(s), otherwise.

L2 ={

e The reward vector adopts the reward rates from the original MRM:

shutdown 1,0

resume
fail
shutdown
send
fail

0.5} (o7 J =g 00 Jwma™( 22 )=

reboot

send
repair

fail

reboot
shutdown send resume
resume shutdown

o
-~
>
£

N
-~
| o
-~

send

send

Figure 7.3: Product MRM M x A; (Example 36)

Example 36. Figure 7.3 depicts the product MRM for the state- and transition-labelled
MRM of Example 30 and the automaton A; for the property described in Examples 32
and 33. We omit states that are not reachable from the states with initial automaton
component {A}.

The left part of the graph shows the four MRM states paired with the initial automaton
state A. In the upper right corner are the MRM states in conjunction with the empty set
of automaton states. Reaching such a state is tantamount to not satisfying the underlying
path formula. In practice, these states can be merged into one single absorbing state. All
other states of the product MRM might still lead to the accept-state (0, {E}) which is
shaded. Only here the automaton has reached the single final state E. O
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Any path in the product MRM can uniquely be reduced to a path in the original
MRM by omitting the automaton part of the states. Vice versa, each path in the original
MRM expands uniquely to a path in the product MRM by tracking the evolution of the
automaton. The probability measure of corresponding sets of paths in M and M x A is
identical. Consequently, the probability measure of the paths satisfying the path property
given by ¥ can be calculated in either MRM:

ProbM(alW) = Prob™*Ae (oL w).

<8,Z0>

To compute these probability measures, we proceed similarly as for CSRL until formulas.
We construct a time- and reward-inhomogeneous MRM that supports the calculation of
the measure via its joint distribution of state and accumulated reward.

The probability measure for o, ¥ is the probability measure of all paths in M x A
that enter an accept-state at a time in / and with an accumulated reward in J. We
build an inhomogeneous MRM with two phases. As long as we are before inf [ and the
accumulated reward is below inf J, the MRM operates in the first phase. Here, reaching
an accept-state has no special meaning. In the second phase it is tantamount to satisfying
the path formula. We can therefore make all accept-states absorbing in the second phase.
In the first phase we use duplicates of the accept states: with this procedure we guarantee
that only paths that really enter an accept-state within the given intervals contribute to
the measure. Paths that end up in an accept-state before, are explicitely excluded.

The inhomogeneous MRM

MWy = (AP*, S*, R*, L*, p*) (7.2)

is then formally defined as follows.

e The state space contains duplicates of all accept-states: S* = S* WSat™*4(accept)
where SatM*“4(accept) = {(s, Z') | (s, Z') € Sat™**(accept)}.

e The rate matrix R* has two versions, R(") and R®, one for each phase of the MRM.
In both phases the rates for different actions are summed up. In the first phase, any
transition to an accept-state is rerouted to the appropriate duplicate. The original
accept-states are not connected. In the second phase, the accept-states are again
reachable and made absorbing.

( Z R%.,, s==5" € SatM*4(accept),

a€Act

Z R s' = 5* € SatM*4(accept),

88%)

R(12 _ acAct

tMX.A(

0, sors €Sa accept),

58’

Z R otherwise.

\ a€Act
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In the second phase, the duplicates are not connected and all transitions emerging
from accept-states are set to zero.

0, s or 8 € SatM*A(

accept),
p® _ ) 0, s € SatM*A(accept),

Z R® otherwise.

ss’

\ a€Act

e The reward rate vector also comes in two versions. The first version contains the
reward rates of the product MRM, while the duplicates adopt the reward rates of
their originals.

o pk, s=s5 € Sat"**(accept),
pL =

pY, otherwise.

In the second phase, the reward rates of the accept-states and their duplicates are

set to zero.
0, se SatA(accept),
pP=¢0 s=s¢ SatM*A(accept),

ps, otherwise.

— 1 & \ i

| i I HllTamr
3 C = —=C I () C O )—C
T T /T
(a) phase 1 (b) phase 2

Figure 7.4: The two phases of the MRM M <(a1)£g'11’é)]'5]idle> (Example 37)

Example 37. Figure 7.4 shows the two phases of the MRM M <(a1)£g'11’(§)]'5]idle>. With
the duplication of the single accept-state, it is guaranteed that, for example, paths starting

with the fragment

0.01,arrive 0.01,send 0.01,send 0.01,fail 0.04,reboot 7=~

0,{A}) =" (2 {A}) =" (2{B}) =" (0,{C}) =" B,{D}) =" (0,{E}).
are not included in the calculation of the probability measure. They are accepted by the
regular expression «; but the duration is only 0.08 ¢ [0.1,0.5] and so they do not satisfy
the path formula. O
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The probability measure for o, ¥ is reduced to the sum over all accept-states of the
joint distribution of state and accumulated reward at the end of the restricting time and
reward intervals.

Theorem 4.

Prob™ (o W) = Probé\s/f;(;‘;(agllf) = Z Y(f;?)%j?z,)(sup I,sup J).

(s',2")€SatM* A (accept)

Like for CSRL until formulas it depends on the precise structure of I and J whether
really an inhomogeneous MRM has to be employed for the computation (cf. Section 4.7).
Algorithms for the actual computation of the joint probabilities can be found in Chapter
5.

The complete procedure for model checking a path property in a state- and transition-

labelled MRM M is then as follows.

(1) If the path property is given by a regular expression «, derive an equivalent finite
automaton A (cf. Section 7.1).

2) Construct the product MRM M x A (7.1).

3) Using M x A as base, construct the inhomogeneous MRM M (o, W) (7.2).

(2)

(3)

(4) Compute ProbM (ol W) using M{a¥) (Theorem 4).

(5) Return the satisfaction set of the pathCSRL formula Pu, (o)), as given by

SatM (P, (ah0)) = {s | Prob)!(a W) = p} .

Example 38. Steps (1)—(3) have already been performed in Examples 33, 36 and 37.
Using the Markovian approximation (cf. Section 5.5) we obtain the vector containing the
probability measures of the path formula for all starting states:

Prob,((on)fy s 1d1e) = (0.0973,0,0614, 0.1347,0.0422).

0.1,0.5]

The satisfaction set of P.g <(a1)(2 g

idle) then equals

Sat™ (73<0,1 <(a1)gg';’]0'5]idle>> ={0,1, 3} 0O

The computation of the probability measure of a pathCSRL path formula is mapped to the
computation of the joint distribution of state and accumulated reward in an inhomogeneous
version of the so-called product MRM. In the worst case, the product MRM has |S| x 2!/
states. In practice, only the reachable states have to be generated and all sink states
(with empty automaton part) can be merged into one absorbing state, which substantially
reduces the size of the state space. The actual size of the product MRM depends heavily
on the structure of the model and automaton.
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7.5 Case study: handover in a cellular mobile
communication network

We consider a scalable cellular mobile communication network. Each cell is ruled by a
base station subsystem (BSS). We are especially interested in the behaviour of the sys-
tem concerning a distinguished mobile radio station (MS) (also called the distinguished
user) moving from one cell to another, thereby possibly triggering a so-called handover
procedure. Handovers between the different cells are managed by the corresponding BSSs
and the global mobile switching centre (MSC). Depending on the load of the MSC and
the availability of channels at the BSSs, a handover might succeed or fail. The model is
inspired by the description of the GSM handover procedure in [106] and [101].

In Section 7.5.1 we describe the system as a set of synchronising processes, namely
the switching centre, the distinguished user’s spatial movement and the user’s functional
behaviour. The properties of interest are expressed with pathCSRL-formulas involving
regular expressions (Section 7.5.2). We show the corresponding finite automata and relate
the size of the resulting product MRMs to the size of the original model in Section 7.5.3.
Using transient analysis we compute the measures needed for model checking the formulas.
Finally, in Section 7.5.4 the result of the model checking is briefly discussed.

This case study is an adapted version of the case study presented in [4, 5]. The model
does not define reward rates for its states and also the formulas to be evaluated do not
include reward bounds. In fact, it is a case study for pathCSL. For the probability measure
of path formulas, only the transient probabilities have to be calculated (instead of the joint
probability of state and accumulated reward).

7.5.1 The model

The distinguished MS is located in one of several GSM cells and is allowed to move between
neighbouring cells. Each cell has hexagonal shape. Together, cells are arranged in such a
way that they form again a hexagon. The size of this hexagon is described by the number
of cells M that constitute one edge of it. Figure 7.5 depicts the cell topologies for M = 2
and M = 3. It also illustrates the unique cell identifiers. The parameter M is used for
scaling the model; the complete hexagon has 3(M? — M) + 1 cells.

We now describe the functional behaviour of the MS. When not being busy with a
connection, the MS is idle. At any time, the MS can become active, meaning that it
either accepts or establishes a (radio) connection. After a while, the connection can be
terminated and the MS becomes idle again. If it moves from one cell to another while
being active, the corresponding BSS commands a handover to the new cell from the MSC.
If the handover is eventually completed, the MS returns to the active state (note that the
connection is continued during the entire handover procedure). If the handover procedure is
not completed in time, the connection is lost. The connection is then terminated (assume,
that the distance to the former cell has become too large) and the MS is back in idle state.

Figure 7.6 shows a state-transition diagram for the distinguished MS. Transitions are
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Figure 7.5: Hexagon of cells for M =2 and M = 3

receive
activate
- move request
deactivate handover
-
handoverCompIete handoverCommand

loss
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loss

Figure 7.6: State machine for the distinguished MS behaviour

labelled with action names. Remember that in state- and transition-labelled MRMs we
allow more than one transition between two states, as long as they are labelled with
different actions. Such “parallel” (or coexisting) transitions (receive and activate) can be
found between states idle and active. The move transition synchronises with the user’s
spatial movement whenever active.

The mobile services switching centre (MSC) is modelled by its load. It has either low,
medium or high load. The time needed for the handover procedure depends on the current
load. Under high load, the MSC does not process any request for handover at all. The
MRM representing the complete system (MS position and behaviour and MSC) results
from synchronising the processes for the MS position, the MS behaviour and the MSC.

Table 7.1 states the rates for transitions labelled with the given actions. Note that all
numbers are educated guesses made on the basis of [105].
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process action rate description

MS position move 0.02 from cell (i,7) to up to six neighbouring
cells (equi-probable,
on average, 50 seconds residence per cell)

MS behaviour activate 0.0006250 average time between outbound
connections is 1600 seconds

receive 0.0003125 average time between inbound
connections is 3200 seconds

deactivate 0.008 connections last on average 125 seconds

handoverCommand 1.0/0.5 for low/medium load of MSC,
not available if MSC is blocking

handoverComplete 1.0 connection has been transferred to new cell
loss 0.1 might happen during handover procedure

MSC lowtoMedium 0.5 from low load to medium load
mediumToHigh 1.0 from medium load to high (blocking) load
highToMedium 3.0 from high (blocking) load to medium load
mediumToLow 1.0 from medium to low load

Table 7.1: Action labels and rates of the transitions of the cellular network model

7.5.2 pathCSRL-formulas

In this section we introduce several pathCSRLformulas which are constructed with two
goals in mind. On the one hand they show the expressive power of pathCSRL. On the other
hand they formalise interesting properties of the handover procedure. For each formula,
the model checking procedure involves the construction of a product MRM. Note that all
time intervals have zero as lower time bound, leading to a computation in a homogeneous
MRM. We compute the transient distribution in these product MRMs and compare the
resulting probabilities with the bounds given in the state formulas. A short interpretation
of the result of the model checking completes the case study.

Move. The MS is always free to move from one cell to one of its neighbouring cells.
We are interested, whether the probability of moving within the next two minutes (120
seconds) is at least 98%. A regular expression describing this behaviour is

Qmove = (true, Act\{move})*(true, move)

Firstly, arbitrary transitions may take place, as long as they are not labelled move. If
then a move transition occurs, the model has shown the specified behaviour. Figure 7.7
shows a finite automaton for ay,oe. The complete pathCSRL formula becomes ¢pove =
P>0_2(a£gvzeo]true). For this case, we can still state a CSRL formula which has the same
meaning. Moving is equivalent to being in one cell at one moment and in another cell at
the next moment. So the following CSRL path formula describes moving out of a cell (3, j)
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within 120 seconds:
©(i,7) = InCell(s, j) U2 (=InCell (4, 5)).

A CSRL formula equivalent to ¢uove is then 1 = \/; . Psoa(p(4,5)). It has to account
for every cell the MS might be in. This makes the formula lengthy. We think that the
pathCSRL version is much more readable and elegant.

Inbound connection. Next, we describe a pathCSRL state formula that is able to dis-
tinguish between coexisting transitions between two states. In our model both transitions
activate and receive lead from state idle to state active. We can never decide whether a
connection is inbound or outbound by just looking at state properties. Only the transitions
tell us what is the case. The following regular expression resembles e but cannot be
replaced by a CSRL path formula.

Qlinbound = (true, Act\{activate, receive})*(idle, receive)
The corresponding finite automaton is given in Figure 7.8. With ¢inpound = on_g(ai[gifjfﬂi)
we check whether the probability of receiving an inbound connection within the next 2500
seconds (without activating an outbound call) is at least 30%. Consider also the following
pathCSRL state formula: ¢s = S>0.85(Pimbouna)- 1t holds, if the steady-state probability of
states that satisfy @i pound 1S at least 85%.

Outdated handover. When the MS moves from one cell to the next, the BSS requests
a handover to the new cell. However, the model (nor reality) does not prevent the MS
from moving on to yet another cell. This behaviour is not explicitly visible in the model:
here a handover is simply made to the cell the MS is in, no matter where it has been in
between. In reality this type of movement could cause a problem. So, we would like to
know whether the probability of such an outdated handover is lower than, say, 3.5%. As
pathCSRL-formula, this becomes: ¢gutdated = P§0.035(ac[gl’f§itedtrue), with

Qoutdated = (active, move) (7.3)
(request V wait, Act\{handoverComplete, move})* (7.4)
(request V wait, move) 7.5)

A move while the MS is active triggers a handover. Line (7.4) describe the system while
being in the handover procedure. A move leads to an outdated handover (7.5). A finite
automaton for the regular expression qgutdatea 1S given in Figure 7.9.
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Return without interruption. Assume that the MS initiates a connection while in
the central cell (M, M). It is free to move between cells. We would like it to leave the
central cell and to return within 10 minutes (600 seconds) without terminating or losing
the connection. Is the probability for this scenario at least 10%7? Coded into a pathCSRL-

formula this reads ¢,eturn = 77>0_1(oz[0’600] inCentralCell), with

return

Qreturn = (inCentralCell, activate) (7.6)
(true, Act\{deactivate, loss})* :
(—inCentralCell, Act\{deactivate, loss})* (7.8)

The regular expression firstly ensures that the user activates a connection while being in
the central cell (7.6). Then the user can behave arbitrarily, as long as the connection is
not ended via a deactivate or loss event (7.7). At some time, the user must have left the
central cell and can again behave arbitrarily, as long the connection remains established
(7.8). The return to the central cell (7.8) is specified by the trailing state formula in @repurm.
Figure 7.10 shows a finite automaton for the regular expression aqeturn-

Ping-pong. Sometimes there are handovers from a cell (4, 7) to a neighbouring cell (i’, j')
and back to cell (4, j) within a short time interval [106]. From a performance point of view
this is not desirable since presumably the call could have remained in cell (7,j). During
an active connection, is the probability of such a ping-pong handover to occur within 10
seconds at most 1%7 As pathCSRL-formula: ¢pingpong = Pgo_m(ag)i’nlgollongtrue). A ping-pong
between cell (4, j) and its neighbouring cells is described by the regular expression f; j):

Buy) = (inCell(i,j) A active, move)(true, B;)"

U ((inCell(d’, '), handoverComplete)(inCell(i’, j'), Bo)*(inCell(i’, j'), move))
(@,3")
neighbour of
(i, 7)
(true, B;)*(inCell(4, j), handoverComplete),

where B; = Act\{move, loss, handoverComplete} and By = Act\{deactivate, move}. If (i, 5)
is an inner cell, that is, has all six neighbours, a finite automaton for the regular expression
B,j) is given in Figure 7.11. All possible ping-pong situations are described by apingpong =
U(i’j) B,j)- The finite automaton for apingpong consists of one replica of the automaton in
Figure 7.11 for each cell (4, 7). It has an initial and a final state for each cell.

An implementation that performs the construction of the product MRM given a state-
and transition-labelled MRM and a finite automaton has been implemented in C++. For
the modelling and evaluation we employ a stochastic Petri net (SPN) model of the cellular
system. All components of the systems are described by simple state machines, we therefore
do not show their SPN representation here. The SPN is described in the extension of CSPL
briefly described in Section 2.8. Path formulas including regular expressions are described
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true
Act\{move}
® ®
true
move

Figure 7.7: Finite automaton for ay,ove

true
Act\{activate, receive}
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Figure 7.8: Finite automaton for a;ppound

request V wait
Act\{handoverComplete, move}
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Figure 7.9: Finite automaton for auidated
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Figure 7.10: Finite automaton for ey
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inCell(i — 1, )

By
inCell(i — 1, ) <> inCell(i — 1, )
handoverComplete move
inCell(s,j + 1)
By
inCell(d,j + 1) <> inCell(d,j + 1)
handoverComplete move
inCell(i+1,j+1)
By
true inCell(i 4+ 1,57+ 1) <> inCell(i+ 1,5+ 1) true
By handoverComplete move By
inCell(i + 1,7)
By
o — — 0
A inCell(i +1,7) inCell(i +1,7) =5
handoverComplete move < E
inCell(s,j — 1) a1%
B, S 3
a [e]
o =2
2 inCell(i,j — 1) inCell(i,j — 1) ® 2
b handoverComplete move
® . ) -
<o inCell(s — 1,5 —1)
=3 2
S E
\ = inCell(i—1,j — 1) <> inCell(i—1,j — 1)
38 handoverComplete ° move
4

Figure 7.11: Finite automaton for 3; ;
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directly via their corresponding finite automaton. The implementation takes the MRM and
the automaton as input and computes the reduced product MRM, where only reachable
states are generated and accept-states and reject states (s, )) with empty automaton part
are merged into two special states.

Since the properties do not contain any reward bounds, uniformisation-based transient
solution is used to actually perform the model checking of the formulas (besides the steady-
state formula ¢g).

7.5.3 Product MRMs

Figure 7.12 shows the number of states and Figure 7.13 shows the number of transitions
of the original model and of the product MRMs needed for the model checking procedure
of the given pathCSRL-formulas as a function of the number M of cells per hexagon edge
that ranges from 2 to 10.

45000 T . ; ; T
original model, move, inbound connection™ —+—
outdated handover, return without interruption ---x---
40000 | ping-pong ---*--- |
35000 [ x 4
30000 - 4
25000 i
2] e
20000 - * 4
15000 i
10000 i
/X
5000 |- T IV |
e
0 E IR C

2 4 25 8 10
M
Figure 7.12: Size of state space in the original MRM and the product MRMs

The original model has 3252 states and 27900 transitions for M = 10. For all presented
regular expressions, the number of states in the product MRM is equal to or larger than
in the original model. This could be expected, since the generated state space is a subset
of the Cartesian product S x 2/4l. For the “move” and “inbound connection” regular
expressions, the state space is the original state space plus the two special merge states
for rejecting and accepting states. No additional states are created because after allowing
arbitrary behaviour, the automata directly move into their final states.
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Figure 7.13: Number of transitions in the original MRM and the product MRMs

For the regular expressions of “outdated handover” and “return without interruption”,
the size of the state space is roughly scaled by a factor 1.75. This is the result of having
more than one automaton state to be visited before reaching a final state.

The largest state space is the one of the “ping-pong” property, it has more than 44000
states for M = 10. If we kept only those states from which the accept-state is reachable
and merge the others into one absorbing state, the number of states could also become
smaller than the original state space.

The regular expression for “inbound connection” leads to a product MRM in which
there is exactly one transition for each transition in the original model. Transitions labelled
receive now lead into the newly created accept state, transitions labelled activate lead into
the reject state.

Even though the regular expression for “move” has exactly the same structure as the
regular expression for “inbound connection”, it generates fewer transitions. This is because
of the merging of accept-states into one state, which causes also all move-transitions (up
to six) originating from a state to be aggregated into a single transition.

For the properties “outdated handover” and “return without interruption”, the number
of transitions in the product MRM is smaller than in the original model as well. The
corresponding automata are very restrictive, in the sense that in each state of the original
model only a subset of all outgoing transitions is allowed. The automaton for “ping-pong”
allows a broad range of different combinations of states and transitions. Consequently, it

shows the largest growth in state space, and the number of transitions is much larger than
in the original model (147175 for M = 10).
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7.5.4 The model checking

Calculating the transient distribution of the “move” product MRMs reveals that all states
of the model satisfy the “move” formula ¢, for all parameters M. This is not surprising,
since the move transition exists at least once in every state and the mean time between
two moves is 1/0.02 = 50 seconds. This results in a sufficiently high probability of moving
within two minutes.

The “inbound connection” formula ¢ poung is only satisfied by some of the states. That
means that for some of the states the probability of having an inbound call within the
next 2500 seconds is less than 30%. To see the satisfaction of @ipounq On the long run,
we consider the formula ¢s = S>0.85(Pimbouna). Since the graph of the model is strongly
connected, the satisfaction set of ¢s is either empty or equals the complete state space. For

M = 2,...,6, no state satisfies the steady-state formula. The accumulated steady-state
probability for all ¢iupoung-states is smaller than 85%. For M =7, ..., 10, all states satisfy
formula ¢s.

Not all states satisfy the “outdated handover” formula. For states where the MS is
active and the MSC has low load there are some states that do not fulfil ¢ouiqatea- LOOking
at Figure 7.5, the cells are arranged in rings around the central cell (M, M). If the MS
resides in one of the M — 2 inner rings (and is active and the MSC load is low), the
probability of following the behaviour defined by qoutdated 18 @above 3.5% and the state does
not SatiSfy ¢outdated-

Formula ¢repuym (“return without interruption”) is not valid in any state. For most of
the states the probability of following a path specified by aeturm is 0 anyway, because the
MS is not in the central cell. But also for those states where the MS is in the central cell,
the probability of returning with an ongoing call is too small to meet the bound.

Finally, in all states of the model the “pingpong” formula ¢pingpong holds. This is not
surprising when comparing to the result of checking ¢ etum: already the less restrictive
specification of returning to the same cell yields very low probabilities and the probability
of having a pingpong handover is always below 1%.

7.6 Summary

Action labels for transitions arise naturally from the high-level description of MRMs. We
introduced the logic pathCSRL that is based on CSRL but allows for reasoning about state
properties and transition labels. Path properties are described by regular expressions or
— equivalently — by finite automata, which permit the formulation of more complex
behaviour than it is possible with CSRL. For the model checking, the model is combined
with the automaton in order to obtain a MRM that supports the computation for the
needed measure. We completed the presentation by checking some interesting properties
of the handover procedure in a cellular mobile network.
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Conclusions

With this thesis we have covered in detail the concepts and algorithms needed for CSRL
and pathCSRL model checking of Markov reward models. We have also shown that with
CSRL model checking we can easily evaluate intricate system properties like survivability.
For CSRL model checking, system properties are phrased as state formulas in the logic
CSRL. Each CSRL state formula fits in one of three categories. Firstly, it can be a propo-
sitional formula that is constructed from Boolean operators which makes their checking
straightforward. Secondly, it can be a steady-state formula. The model checking then relies
on the computation of the steady-state distribution over the states of the MRM. Finally,
a state formula can consist of the probability operator wrapped around a path formula.
In this case, the model checking depends on the probability measure of all paths of the
MRM that satisfy the path formula. For next formulas, the computation of the probability
measure follows directly from the semantics. The real challenge is the computation of the
probability measure for until formulas. Neither the semantics nor the alternative charac-
terisation via integral equations lead to a suitable procedure. We have shown that we can
map the computation of the probability measure of an until formula to the computation
of the joint transient distribution of state and accumulated reward in a time- and reward-
inhomogeneous MRM. This inhomogeneous MRM is derived from the MRM representing
the real-world system under study. It also depends on the structure of the time interval
and the reward interval. If the lower bounds of the intervals are zero, the derived MRM
is actually homogeneous. Only if the lower bounds are larger than zero, a computation in
an inhomogeneous MRM becomes necessary.

Some algorithms for the joint distribution of state and accumulated reward in homoge-
neous MRMs were already published in the CSRL context [28, 49]. We have compared five
algorithms with respect to the accuracy of the results and with respect to scalability. For
small models, we recommend the uniformisation algorithm published by Sericola because
it gives results within a predefined error bound. However, it is too slow for larger models.
We then prefer the Markovian approximation which allows the evaluation of MRMs with
several thousands of states. New are the algorithms for inhomogeneous MRMs. Using
them we are able to check CSRL until formulas with arbitrary time and reward intervals.
Two algorithms are suitable for this purpose, namely, the discretisation algorithm and
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the Markovian approximation. Since no error bounds are known for these algorithms, the
results have to be interpreted with great care.

To summarise, we have completed the theoretical foundation for the model checking
of CSRL formulas, including until formulas with arbitrary time and reward intervals. We
have also provided the numerical algorithms required for the actual model checking. Still
missing is an integrated CSRL model checking tool. There exist software tools that facilitate
the checking of the CSL part of CSRL, namely ETMCC [57], PRISM [66], GreatSPN [30],
and the APNN toolbox [12]. Under development is MRMC, the Markov Reward Model
Checker [61]. Tt includes some of the algorithms for the homogeneous case. A complete tool
implementing optimised versions of all the algorithms discussed in this thesis does not yet
exist. In the optimal case it would also contain the possibility to specify and check formulas
of the logic pathCSRL because this extends the expressive power of CSRL substantially.

The specification of even complex system properties should be made easy as well. This
can be done by providing templates that have only to be instantiated for the current model
under study. The pattern derived for survivability is an example for this approach. Other
performance and dependability properties are to be investigated and can then be integrated
in a CSRL model checking tool.

A comprehensive and user-friendly software tool supporting CSRL model checking of
MRMs would be a strong instrument for the model-based formal evaluation of important
and complex properties of real-world systems. Only with such a tool available, CSRL model
checking will prove its value in practice.



Appendix A

Proof of Theorem 3 (Section 4.6)

In Section 3.4 we derived a system of PDEs (3.10) for the joint distribution of state and
accumulated reward for homogeneous MRMs. For nonhomogeneous MRMs, we extend the
notion of the joint distribution and indicate the starting time. Thus

Too(ti ta,y) = Pr {Xt2 =5, Vi) <Y | X, = 8}

is the probability of being in state s’ at time ¢5, having started at time ¢; in state s and
accumulating a reward of at most y in the time interval [tq,t5]. For a homogeneous MRM
M this joint probability is independent of the starting time:

YM(ty,t +1,y) = T, 6 + 7, y) for all t1,t, € Rsy.
The PDEs are similar to the ones derived in Section 3.4. We only have to replace Q by
Q(t1,y) and the diagonal matrix D containing the reward rates by D(t1,y):

0Y (t1,t2,y)
oty

0Y(t1,t2,y)

= Q(t1,y) - Y(t1,t2,9),

with initial values
1, s=s"andy >0,

Y(ta, b2, y) = { 0, otherwise.

Note that t, = inf I/ is the time of the inhomogeneity in M(®U% V) when residing com-
pletely in state s: both time and reward bound are exceeded for the first time at t,. If
we are interested in Yy (t1,t2,y) for to < tg, only the first phase of the MRM is used and
the integral equation is roughly the same as for homogeneous MRMs (3.9) (adapted to the
starting time #;) with Q) instead of Q:

M@ UL Dy M@ULv
T /< d >(t1,t2,y> = GQSS t2 tlTss/< d >(t2,t2,y — ps(tz — tl))

to—1t1
) iy
+ / E @ nglz)T?:,@uJ%(h + 2, t2,y — ps) du.
0
z#s
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Almost the same applies, if t; > t,, we only have to use Q.
If t; <ty <ty, we must take care of the inhomogeneity, as follows.

M@ULY
T55/< / >(t17 Lo, y) =
L)y (2) (p I
e[ W ta—t1)+Q% (t2-1.) Ti\:,@%%(tz,tg,y — oW (ts —t1) — pP(ty — 1))
ts—t1
+ / 3@ QW M (1 gty — V) do
0
z#s

ta—ts My, (2,
N / 3 ottt ]Qﬁ? TMOUY 4 4ty y — pD(ts — 1) — pP ) d.

0 z#8
(A.1)

The above expression roughly results by splitting the terms of (3.9) in two parts, one for
each phase of the inhomogeneous MRM.

With this knowledge we slightly rephrase Theorem 3, taking into account the start time
of the calculation. Note that the statement of the theorem remains unchanged since the
considered start time is always zero.

Theorem 3. Let M = (AP, S, R, L, p) be a homogeneous MRM and let ® U ¥ be a CSRL
until formula. For s € S and x € Ry, define

5, s€ SatM(=®AT) and z < t,
s, otherwise.

initial(s,z) = {

Then ,
ProbM(®@ULT) = Z e L) (0,sup I, sup J).

initial(s,0)s’
s'eSat(T)

Proof. First note that if we shift the time and reward intervals in the until formula, we
obtain the same joint distribution if we shift the start and end time accordingly:

M(cbu’@x

M@USY) J@psz‘l’>(0 t—x,y— pst). (A.2)

ss’

T (z,t,y) =7

ss’

We now show that the defining integral equations for

inf I,
Prob;(® u{inf J,Z/]]\II)

and

M(®Up )
Z Tiigasys (0.2, 9)

s’ €Sat(¥) ([

are equal for ¢,y > 0. Their solution then leads to the same measure. We distinguish
between the five cases introduced for the characterisation of the probability measure in

Section 4.6.1.
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i) If state s = ¥ and inf I/ = 0, the state s is absorbing in the MRM M <<I>LI 1E§§2]‘I’>

ii)

iii)

iv)

for all £,y > 0. Thus, the only state reachable from s is s itself. The reward rate p;
is 0 and so the accumulated reward by time ¢ having started in s at time 0 is also
0 = inf J. The initial state initial(s,0) is s itself. Hence,

[inf I,t] v

> T 0,y = 1) 0,1,

itial(s
s'eSatM (D)

1 M [inf I,¢]

= 1= Prob™ (s, U /1Y)
If s E—=® AW and inf I7 > 0, the initial state is initial(s, 0) = 5. The state 5 is not
a W-state and it is absorbing, so no other state is reachable. We obtain an empty
sum which equals 0:

M{aulirthl g Ml pulm Lt g
Z Tinit<ial(s,[;)“)fs{’y] >(07t7y) - Z T§s’< finf sl > O t y)
s'€SatM () s'€SatM (W)
inf I,t
= 0 = Prob™(s, @Uf ) 0).

Here we really need the definition of the initial states, otherwise the probability would
not be zero.

If state s = =® A =V, it is absorbing for all £,y > 0. Hence, no W-state is reachable
from state s and so the probability of reaching a W-state is always 0.

M{dylE Lt g Ml oy g
Z Tinit<ia1(s§lsn’f " ><07 t? y) = Z TSS/< nt o] ><O> ta y)
s'€SatM () s'€SatM (W)
inf I,t
= 0= Prob™(s, dUpn; [ 0).

For a state s with s | ® A =¥ we have to apply (A.1):

M u[iﬁ“ Ay
Z T1n1t<1al(sgsty] >(t7 t y)

s'€SatM (D)

(1 @) Moyl g
= > o[04 i MO >(t,t,y—p§”ts—p§2)(t—ts)))

SSs
s'€SatM ()

N J/

-~
=0

M <I>‘Z/[[lnfl,t]\lj
b [ R gy 0 e
sesatMw)’ 0 a#s
t—ts

+ D S el @i g MU (1 4ty — o0t — pPa) da

S
s'eSatM (D) 0 z#£s
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The first term is 0 because state s itself is not contained in the set
Sat(V), but only in this case Tss(t t,-) could be # 0. Furthermore,

pgl) = pgz) = ps and Qg(ls‘) = ss = Qss-

[inf I,t]

- Z / Z erstsz zs’< u[i“f J»y]\Il (SL’, tu Yy — /)SSL’) dx

s GSatM Z#S
[inf I,t]
. / 3 @ttt Q2 MU (¢, 4 2ty — polts + @) da
s'€SatM () 278

In the following we distinguish between different types of states z. If
z & SatM(=® A ¥) and z ¢ SatM(=d A D), QY = Q% = Q,. and
we can combine the two integrals. The states z € Sat™(—~® A U) are
disconnected in the second phase, so we keep only the first integral. The
states z € Sat™(—~® A ¥) are disconnected in the first phase, so we keep
only the second integral.

[inf I,t]

— Z / Z e, - Ti:l,@u“"”‘y]qj (x,t,y — psz) dx

./\/l z#s
s'€Sat 2gSatM (~BAT)

2gSatM (~®AT)

[inf I,t]
+ Z / Z stﬂUQSz . T?:/<¢u[ian,y]w>(x’ t, y — Psff) dr

s'eSatM (D) z#s
zESatM(—mb/\‘I/)

M{dylintLt g
D S D SR R
s eSatM(\I/ zESat/\ZA;iiCP/\‘II)
Now we switch from z to initial(z, x). This does not change the first and
the third integral, in the second integral we now have to consider states
in the set Sat™(=® A ¥).

M @u[mfl t] N
= Qss . < [inf J,y] o
- Z / Z € Qsz Tin1t1al(z x)s’ (SL’, Ly /)sl’) dx
M z#s
s'eSat 2gSatM (~dAW)
2gSatM (~®AT)
q)u[lnfl ,t] \I/>
QSS{L' < [inf J,y]
+ ) / ST e Qe Yt (@t y — pox) dz
M z#s
s/€Sat™(¥) z€SatM (~@AT)

linf I,t]
M{DdU:. v

Qusz ) < [inf J,y] >
n Z / E € (s, Iinitial(z,x)S’ (

SatM (D) 27s
s'€Sa ( z€SatM (=dAT)

l’,t,y - psx) dx
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The three integrals can now be combined into a single one.

q)u[lnfl ,t] U
N Z / Z QSS:BQSZ ) 1n1t<1al z[xfsJ & >(l‘, tv Yy — psx) dx

s’ €SatM (W z#s
2 gSat(=BAT)

We push the sum over W-states under the integral and use the shift of
starting time (A.2).

M @u[%nfl,t]ez N
/ Z QSS:BQS'Z Z Tiniéal(,z[,a:)f;;y]eps ><O7t -4, Y- psx) dzx

_zts s'€SatM (W)
zgSat(~PAT)

Finally we apply an induction argument.

/ S e9tQ,. - Prob (UL ) da

[inf Jyy|©psx
z#s

2¢Sat(—PAT)

. [inf I,t]
= Prob,(® Z/l[mey]\Il)

v) The integral equation for a state s with s = AW is also affected by the inhomogeneity
of the MRM M(® UL D).

3 TM<‘I’”EE§I:Z1 ) (0.1,9)
s'€SatM(T)
(1 @) Moyl g
- Z 6[ sttty ]Tss’< e >(t7 tv Yy — pgl)ts - ng) (t - tS)))
s’€SatM ()

linf I,¢]
+ Z /0 Z ers :BQ M<¢u[mf J»y]\Ij><x7 ty — pgl):c) dx
s'eSatM (D) z#s
t—ts [Q(l)t +Q :B] 9 M< [mf] t] \I/> 9
+ Z / Z ss ts+Qss ggﬁ)l'r linf J,y] t+xty p()t _p())d

sesatMwy’ 0 zs ~
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Only s itself is reachable in no time and so it is the only summand to be
considered in the first term. The diagonal entry Q ss = 0 and the reward
rate pg ) = 0 because s is absorbing in the second phase. Since y > inf J
we have that p,t, < 7 and the first term reduces to e%=s*s. The following
argumentation is identical to the one of case iv)

Moyttt g
cuits oy T ><t, Ly —p)
< [1n§1]t] \I/>
+ Z / ZeQ“xQ W (gt y — per) da
s'€SatM (W) z#s
M Z/{ [inf I t]
_ ersts + Z / Z stxQ T < [inf J,y] >(l,’ t) y _ psx) dl‘
s'€SatM (¥ 27s

2gSatM (=dAT)
2gSatM (=P AT)

M< u[lnf] ,t] \I/><

ss [inf J,y]

+ E : / E €97 Q,, - T, x, b,y — psx) dx

s'€SatM () __zFEs

z€SatM (o)
[inf I,t]
oyl \I/

_ Qsst QssT . < [inf J,y] > _

=€ + § : / € Qsz initial(z,z)s’ SL’ t’ Y psx) dx

M z;és
TR st Can)
2gSatM (~dAW)
Qe M(BUTY)
- Z Z evs Qsz ’ Tinltlal(z z)s! (:E? by — pSZL') dx
M z#s
s'esat (\Il zeSatM (=@AW)
M<<I>u[1nf1 ,t] \I/>

— t x [inf J,y]

eQSS - Z / Z QSS QSZ " initial(z,z)s’ (l‘, t, Y- psx) dx

s'€SatM () s
zg&Sat(~PAT)

M{oulni v
= GQSS + / Z stxQ sz ° Z Tiniéal(zgx;s{’y]eps >(07t — I,y — psx) dx

z#s s’€SatM ()
2¢Sat(~ @A)

=9l 4 / > Q. - Prob. (U LI U da
zgﬁ

. [inf I,t]
= Proby(®U ;¢ 7 V).

A proof of Theorem 3 in case only a homogeneous transformed MRM is needed can be
found in [24].
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